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zxfr|sigdivO|srv [nxt| sig \naptr maxdnamejsolinger fdmax|complainfinfoleak| tsig
48 n/a n/a n/a nlaj nfa| n/a n/a n/a n/a n/a + n/a
481,4821,
n/a n/a na| n/a nla| n/a - n/a n/a n‘a + n/a
483
49.1 n‘a n/a najnfa | na| n/a - n/a n/a + + n/a
493 n‘a n/a najn/a | na| n/a - n/a n/a + + n/a
49.4-494pl| n/a n/a n/a| n/al na| n/a - n/a n/a + + n/a
495 n/a n/a - nfa| + + + n/a n/a + + n/a
495pl n/a n/a - na] + + + n/a n/a + + n/a
4.9.6 n‘a n/a - nfa| + + + n/a n/a + + n/a
49.7 n/a n/a - nfal - + + n/a n/a + + n/a
49.8 n/a n/a - nal - + + n/a n/a - - n/a
8.1 n‘a n/a - n/a| + + + + + - + n/a
811 n‘a n/a - nfa| + + + + + - + n/a
812 n/a n/a - nfal - + + + + - + n/a
8.2 - + + |+ |+ + + + + - + +
82pl - + + + + + + + + - + +
821 - + + + |+ + + + + - + +
8.2.2 + + + - - + + - - - + +
8.22pl + + + - - + + - - - + +
822p2—-p5 | + + + . - - - - - - + +
8.2.2p6 + - + -] - - - - - - + +
8.2.2p7 - - - -] - - - - - - + +
8.2.3 - - -] - - - - - - - -
8.2.3NT - - -l -] - - - - - - - -
8.24 - - -l -] - - - - - - - -
9.0.0 n/a - - - - - - - - - - -
9.1.0 n/a - - - - - - - - - - -
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4,469, 4,835 |4,835| 366 1,654 | 812
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1. Buffer overflow

Naptr bug BIND
zone information
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Inverse query buffer |named 1.BIND 8
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named yesor
root no
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comment
named
DoS vulnerability in 1. BIND
BIND 4.9 and 8 DNS
release
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. BIND
patch 823 912
. DNS
. DNS secondary
. access control zone transfer tsig(transaction
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. chroot named (
nobody ) named
1. el
2. —u—g root
( buffer overflow )
3. — chroot()
. (script kiddie)
exploits
. (log) buffer
overflow core dump
6.2
BIND 8 [1]
. options BIND BIND
version "guess what?";
DNS BIND "guess what?"
. DNS options zone

recursion no;



fetch-glue no;

named —
. ID options
use-id-pool yes;
ID
128KB
. DNS allow-query{}
. DNS allow-recursion{}
. DNS allow-update{ }
. DNS zone transfer
allow-transfer{}
. zone transfer blackhole{ }
. coredump datasize files

max-ixfr-log-size stacksize
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BIND 8+ by backend  http://www.nsfocus.com
BIND 9 () by wuming (mailto:wuming@geekbone.org),
http://geekbone.org

3. CERT® Advisory CA-2001-02 Multiple Vulnerabilitiesin BIND,
http://www.cert.org/advisories/ CA-2001-02.html

4. CERT® Advisory CA-1999-14 Multiple Vulnerabilitiesin BIND,
http://www.cert.org/advisories/ CA-1999-14.html

5. CERT* Advisory CA-98.05,
http://www.cert.org/advisories/ CA-98.05.bind_problems.html
Domain Name System Security, http://www.toad.com/~dnssec/

. DNS Security in Australia, Adrian Ashbury and Craig S Wright, DeM organ, June 2000.
8. FMESHD/CAIRN DNS Key Management Home Page, https://keys.cairn.net/




9. LionWorm Analysis Version 0.12, http://www.sans.org/y2k/lion.htm, April 18, 2001




