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ABSTRACT

Internet is a new channel of data communication, people can exchange information
quickly because of it is not constrained by time and space. Most of Internet users can't
perceive the address resolution provided by DNS while they specified the domain name
and connected to the desired website. DNS uses the technology of the Distributed
Database and the Client-Server structure; controlling important information of the local
network, as a result caused the problems of data synchronization and zone transfer.
Furthermore, the unhealthy design of software may be caused the incident of invading
problems. If the network administrator wants to guarantee the security of DNS, the
problems as mentioned above for network security will be considered serioudly. This
thesisaims at security configuration and vulnerability auditing of DNS. From the outset,
the security configuration of DNS can be achieved by using the collecting technology
information about DNS appropriately. The correct configuration can only decrease the
damage of intrusion, but it does not prevent all of the threat of intrusion. For this reason,
the study provides a auditing system of DNS security; users can audit the vulnerability
of DNS from the client via the browser, and selecting fit check items for vulnerability
auditing. The scanning report will be sent to the user by email after the auditing process
is completed. This report includes the existence of vulnerabilities of the DNS, and the
patch links for these vulnerabilities. If DNS has a well-defined configuration of security
and pass the vulnerability auditing, then its security will be promoted, and the Internet
service was not broken due to malicious attack.

Keywords : Internet ~ DNS ~ Network Security
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# 2-1 named.conf > %3k T4%

options {
check-names master fail;// default fail
directory "/etc/named”;
pid-file "/etc/named.pid";
notify yes,

I/l fake-iquery yes, /| default warn

/I forwarders{ 210.71.4.60; };

Il host-statistics  yes; // default no
transfer-format many-answers;
allow-update {none; };
recursion no;
allow-query {any; };
allow-transfer { 210.71.14.0/24; };

key master-slave {
algorithm hmac-md5;
secret "ele9H+VIhBKCWI/C5NNGnw==";  };
server 210.71.14.95 {
transfer-format many-answers;
keys{ master-dave; }; };
1

fZ3 options =3k TP R

1. “check-names master fail” Z_# ip] & 38 & fLd520pF » g3 I E L £ 5

dave #PRE » ¥ 4v » “check-namesdlavefail” » » 3 4p e e ap o
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0.0.127.in-addr.arpa -~

|pE > DA AR RPN

Zone"." {
type hint;
file"root.cache”;

¥

zone "loca host” {
type master;
file"localhost”;

¥

zone "0.0.127.in-addr.arpa” {
type master;
file"127.0.0";

¥

zone "mis.stu.edu.tw” {
type master;
file "mis.fwd";

also-notify { 210.71.14.95; };
allow-transfer [ 210.71.14.0/24,

210.71.14.61;
210.71.14.94;
210.71.14.95; };
1
zone "14.71.210.in-addr.arpa" {
type master;
file"mis.rev”;

allow-transfer [ 210.71.14.0/24,
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210.71.14.61;
210.71.14.94;
210.71.14.95; };
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1. Zone “4ix% » Hisa i'ff.‘a%%"’ # ¢ fL(misstu.edutw) 2 57 = (IN & £

Internet) -

v

2. typemaster : £4p M PR E g3 5 master
3. file &3k 2 f222 F f28& ¥R o T (Misrev & fE5) »
4. allow-transfer @ 2_ivzFies 2 5 p 7 { 37 F P~ DNS{Z® P eiedk o

Ivar/named/named.cache # 3§ % DNS PIRE ® B M3 K L hizn §
o EH PRIRPE A AL PR § R F S BB (cache)® oAb R Y e 13 B R
d  a-m 1 ROOT-SERVER.NET 3 =4t > izt root #fREA W E ¥ 13 BB
Roenfeds Fofle B 3 BoHiT B AL R P T R % B & (anonymous)E > ftp.rs.internic.net
2 192.41.05 §*w nameroot 4% > £ #% % 5 named.cache T ¥ o

1 ®RBPIRET NGRS T EF - R § 8 WL AT 0T o
2. iLf#enR AL > named.conf ¥ Ei¢ * EEALMC/ 0 @ pALR R A o

% 2-3 misfwd & 4%

$TTL 3600

$ORIGIN mis.stu.edu.tw.

@ IN SOA dns.mis.stu.edu.tw. administrator.dns.mis.stu.edu.tw. (
20020502417  ;Seria
10800 ;Refresh
1800 ;Retry
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@ IN
IN
IN
IN
IN
IN

localhost
loopback

agent
arjar
mdk
bagaro
ca

cab
ccla
cclee
cclin
cclin-2
ccna
crm
crv
dns
ecg

ec
ec8100Ip
ecal

ecsa
ewap
freebsd

NS
NS
NS
NS
MX
MX

604800 ;Exprie

3600) ;Minimum
dns.mis.stu.edu.tw.
arjar.mis.stu.edu.tw.
jscheng.mis.stu.edu.tw.
ns2.mis.stu.edu.tw.

O linux.mis.stu.edu.tw.
10 net.mis.stu.edu.tw.
IN CNAME localhost.
IN CNAME localhost.
IN A 210.71.14.87
IN A 210.71.14.115
IN A 210.71.14.95
IN CNAME arjar.mis.stu.edu.tw.
IN A 210.71.14.96
IN A 210.71.14.73
IN A 210.71.14.120
IN A 210.71.14.80
IN A 210.71.14.106
IN A 210.71.14.100
IN A 210.71.14.78
IN A 210.71.14.84
IN A 210.71.14.117
IN A 210.71.14.89
IN A 210.71.14.64
IN A 210.71.14.99
IN A 210.71.14.114
IN A 210.71.14.111
IN A 210.71.14.81
IN A 210.71.14.103
IN A 210.71.14.112
IN A 210.71.14.98
IN A 210.71.14.126
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gis

al

gll

gl2
homepage
hunt
hunt-mob
imwap

IS

is-data
johnw
jscheng
jsp

khsu

Icrab

lin2

linux
mcom
mis8100lp
mobile
net

netl
neumann
ns

ns2

pcl
peterw

ra

rab
rose-tutorial
salamander
sp

speed

Ss

IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN

> > 2> > > > > >2>>r>>>r>r>>rr>r>rrrr>rr>r>r>r>r>r>r>rrrrr

210.71.14.69
210.71.14.88
210.71.14.68
210.71.14.72
210.71.14.67
210.71.14.86
210.71.14.119
210.71.14.75
210.71.14.77
210.71.14.118
210.71.14.101
210.71.14.94
210.71.14.108
210.71.14.109
210.71.14.79
210.71.14.91
210.71.14.99
210.71.14.104
210.71.14.82
210.71.14.70
210.71.14.114
210.71.14.113
210.71.14.105
210.71.14.127
210.71.14.61
210.71.14.71
210.71.14.92
210.71.14.74
210.71.14.122
210.71.14.116
210.71.14.90
210.71.14.76
210.71.14.66
210.71.14.121
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ssb
stucjs
sun
sunl100
ths

travel87 IN A 210.71.14.83

IN A 210.71.14.123
IN A 210.71.14.124
IN A 210.71.14.107
IN A 210.71.14.93

IN A 210.71.14.125

tsn IN A 210.71.14.102
uml IN CNAME is.mis.stu.edu.tw.
wap IN A 210.71.14.110
web IN A 210.71.14.85
wilee IN A 210.71.14.97
WWwW IN A 210.71.14.65
% 2-3misfwd K TAE R L3P 4o T o
1. TTL (TimeToLive) 3600: & ie44h— S Bt 7 5 36004154 ¢ £
EATH PR ) ok 0 @ 3600 F) A~ -] pF(60*60) o
2. K TORIGIN ¢ ZHFZ LRI E T L") o 5 E o www (ftp,
mail) 5 ] > ¢ p # 3% F origin #73k ek > T E www.mis.stu.edu.tw.
¥R T OUE R RS LAE > 4o www.mis.stu.edu.tw. o
3.

@F - B ﬂﬁﬁ, BE S (N4 %R v domain 4 ;IA—&L mis.stu.edu.tw.z’v’ﬂffﬁ:@, ,

BES- BARIL I BPTRE [ F AT INE (AL Bo BE
ﬁtrﬁ‘t#h{, 9lbb»%‘g‘4t l'“.”i‘;i}‘ﬁﬁ‘& ’f{—;—%Kfiffisz\,"l“.”’geﬁ“@"°
ARG SBE FHET I 2 L (Fully Qualified Domain Name,

FQDN) » » ©ien > & CE TR f‘%“ °
2R RAR RNE D P B AR D R DB R
Be 150 % &34 g e o ESaveRIR B LF & it (7zone

Refresh i “vSlaveis /i % + 17108007 3 & 1 #fSerid L7 § #5416 -
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Retry Slaveis R ® & ;2 i& (7 2 4 Serid pF > # 151800/ & 12 ¥ - =t -

Expire 4 Slave IR % 4z 166048007 & i+ £ Masterid & p% » T -4 % )
e G B T AL o

Minimum 3% % ] éhTTL & 5 36004 » F il teoh & & % “STTL” 2%

L

B > g B-Minimumzk TE e

W EAER LA IP (4o tajar IN A 210.71.14.95) -
CNAME + & % B & 1 t A e - A ajamdk ->

arjar.mis.stu.edu.tw. -
SOA(Start of Authority) © * % 45 ZHE % (Zone) b b i & Rk (L %) -
NS(Name Server) : 4p T_domain £7%- & LA FIRE L F

A@Mm@:aaﬁméﬁﬁ|Paﬁﬁ%%wﬁ’4${$$éﬁﬁlP
e hh i o

Wﬂmmmiaimﬁﬁﬁﬁﬂ?ﬁﬁﬁﬁﬁﬁ’i%{PE&?&
B LAk

CNAME (canonical name) : % 2 eh ¢ L &% &0 & 2 $HBE F 1 0
o LA

10. MX (mail exchanger) : % z_%&d mail exchanger #& i #8 %21 4 o

4 2-4 % misrev F R e oo B P RP BTG kN FAF 0

i g * PTR 5 IPinb 22 e LHGAG $H& -

% 2-4 misrev F R

3600

IN SOA dns.mis.stu.edu.tw. administrator.dns.mis.stu.edu.tw. (

2002052417
10800
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3600

604800

3600 )
@ IN NS dns.mis.stu.edu.tw.
@ IN NS arjar.mis.stu.edu.tw.

$ORIGIN 14.71.210.in-addr.arpa.

100 IN PTR cclin.mis.stu.edu.tw.
101 IN PTRjohnw.mis.stu.edu.tw.
102 IN PTRtsn.mis.stu.edu.tw.

103 IN PTRecai.mis.stu.edu.tw.
104 IN PTR mcom.mis.stu.edu.tw.
105 IN  PTR neumann.mis.stu.edu.tw.
106 IN PTR cclee.mis.stu.edu.tw.
107 IN PTRsun.mis.stu.edu.tw.

108 IN PTRjsp.mis.stu.edu.tw.

109 IN PTRKhsu.mis.stu.edu.tw.
110 IN PTRwap.mis.stu.edu.tw.

111 IN PTRec.mis.stu.edu.tw.

112 IN PTRecsamis.stu.edu.tw.
113 IN PTRnetl.mis.stu.edu.tw.
114 IN PTRnet.mis.stu.edu.tw.

115 IN PTRagent.mis.stu.edu.tw.
116 IN PTRrose-tutorial.mis.stu.edu.tw.
117 IN PTRcrm.mis.stu.edu.tw.

118 IN PTRis-data.mis.stu.edu.tw.
119 IN PTR hunt-mob.mis.stu.edu.tw.
120 IN PTR cab.mis.stu.edu.tw.

121 IN PTRss.mis.stu.edu.tw.

122 IN PTRrab.mis.stu.edu.tw.

123 IN PTRssb.mis.stu.edu.tw.

124 IN PTRstucjs.mis.stu.edu.tw.
125 IN PTRths.mis.stu.edu.tw.

126 IN PTRfreebsd.mis.stu.edu.tw.
127 IN PTRns.mis.stu.edu.tw.
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61
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
0
91
92
93
94
95
96

IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN

PTR ns2.mis.stu.edu.tw.

PTR dns.mis.stu.edu.tw.

PTR www.mis.stu.edu.tw.
PTR speed.mis.stu.edu.tw.
PTR homepage.mis.stu.edu.tw.
PTR gl1.mis.stu.edu.tw.

PTR gis.mis.stu.edu.tw.

PTR mobile.mis.stu.edu.tw.
PTR pcl.mis.stu.edu.tw.

PTR gl2.mis.stu.edu.tw.

PTR ca.mis.stu.edu.tw.

PTR ramis.stu.edu.tw.

PTR imwap.mis.stu.edu.tw.
PTR dlp.mis.stu.edu.tw.
PTRis.mis.stu.edu.tw.

PTR cclin-2.mis.stu.edu.tw.
PTR Icrab.mis.stu.edu.tw.
PTR cclai.mis.stu.edu.tw.
PTR ec8100Ip.mis.stu.edu.tw.
PTR mis8100Ip.mis.stu.edu.tw.
PTR travel87.mis.stu.edu.tw.
PTR ccna.mis.stu.edu.tw.
PTR web.mis.stu.edu.tw.
PTR hunt.mis.stu.edu.tw.
PTR ad.mis.stu.edu.tw.

PTR gl.mis.stu.edu.tw.

PTR crv.mis.stu.edu.tw.

PTR salamander.mis.stu.edu.tw.
PTRlin2.mis.stu.edu.tw.

PTR peterw.mis.stu.edu.tw.
PTR sun100.mis.stu.edu.tw.
PTRjscheng.mis.stu.edu.tw.
PTR arjar.mis.stu.edu.tw.
PTR bagaro.mis.stu.edu.tw.
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97 IN PTRwilee.mis.stu.edu.tw.
98 IN PTRewap.mis.stu.edu.tw.
99 IN PTRIinux.mis.stu.edu.tw.
linux IN MX 10 linux.mis.stu.edu.tw.
uml IN CNAME is.mis.stu.edu.tw.

I Slave PPRBGE T A2 Y H - 7 F & | named.conf 5% T 0k T 4

2.5 AT f (FIE iF o

% 25 salve i 5 named.conf % &

options {
pid-file " /var/run/named/named.pid”;
directory "/var/named";
zone "mis.stu.edu.tw" {
type dlave;
masters{ 210.71.14.64; };
file"davefile";
alow-transfer { none; };  };
zone "14.71.210.in-addr.arpa" {
type dave;
masters{ 210.71.14.64; };
file"daverev”;
allow-transfer { none; };

h

2.2.2 ~ DNS:EFFK 2

WPl DNS 33283 % 2P > & R Z R AL MR AE X ER 4R
RO R s B R FANAEE? FRARY o B A
o SIS AR T 2L b T R B E R LT RATKADE - A
LR AT EFRR G RE LGE SRR E A F X EATR A0 Bind4
% Bind 8 & Bind 9)c F 7 By FE R 4 LB AR ER i T % (zZone
transfer)srg 2 » £ 4% Mater/Slave b % > #-1 T FEEREHS ~ {570
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“ﬁ:‘r
E

- KT E KD LA LD

Bind 8 &% Bind 9 5~ & -

PHAR A A Bind 4 2 s

EFFR TA R DY i B R fads DNSIRIM B chfp b e &> § 7 o2 f &
BRI L R R R TR AP R iy BT i
ﬁﬁ%@ﬁﬁ§ﬁi’ﬁf%$ﬂ
823 2 femurd > @M P R AR BGFYRARALT F RATE
T~ A4 log et -

GucH (T 5 A EREF K L X & Bind
> P

% 2-6 £ %t BINDDNSJRi3 £ & (Feh% 2fel » ¥ ¥ Boi¥ 2 & enlog 2 4, o
AP s R F F i 5 o £ 2 ke soeh BIND iRk o BRI AT S D
PEELEM AR L EERT 2T 20 G Rk A egn g
» PP GE kS FILP TSR L R SRR Y (category) #13L 5f (channel) » i AL
Faor PRTALT ML LT S B o

% 2-6 loggin # v 3e4k

Logging {
channel LAMER _log {
file"/var/log/dns-lamer.log” versions 3 size 10m;

severity info; # only send priority info and higher
print-severity yes; print-timeyes,
b

channel SEC log {
file"/var/log/dns-sec.log” versions3  size 10m;

severity info; # only send priority info and higher
print-severity yes; print-timeyes,
b

channel STAT _log {
file"/var/log/dns-stat.log” versions 3 size 10m;

severity info; # only send priority info and higher
print-severity yes; print-timeyes,
1

23



category cname{ null; };

category lame-servers{ LAMER _log; };
category security { SEC log; };
category statistics{ STAT log; };

# 2-6 5.7 & ¥ ¢ 7| lame-servers ~ security - statistics = B3 p > H i A
A3 log st 4 o lame-servers & MR P] A A ehd Tk ZpE 0 Blsdrl ~
var/log/dns-lamer.log # - security & % i B3| 5 BEALZIRT & 2 AT h& RpF o B
458 ~ Ivar/log/dns-sec.log - statistics £ 18 B F] DNS B & ez R 2 > #iodr
B » var/log/dns-stat.log - d 3t iz = @K 2 3N A AR o AT B security G bR (T
PP 0 3K TEE A R 4 F L dp ek (var/log/dns-sec.log) ¢ E K e dAy e
® #c(dns-secO.log ~ dns-secl.log ~ dns-sec2.l0Q) = 4% % i = % £ 10Mbites (& 42 i®
10Mbites ﬁﬂ?i&_ﬂ‘]"ﬁ—i BFmMZE L B>)BIND et L @37 2 57 B7 b
B & & & (severity) » & %] _ critical ~ error ~ warning ~ notice ~ info > At PR 25
info(# ¢ & fé:hm M) A i}q‘ﬁ dvinfo % & e 4 7] dns-sec.log 4% % o
¢ * BIND 8 # i debug % dynamic = 75 # i > 3R & o B 4 el 45 &2 6

% “\F' ‘;41’4\3}[;1'[‘ B ‘}'L’I‘J;féz;\ﬁ ’ /F‘r'ﬂ e ‘2'-”7}@ » chame #-7 )”%‘EFQ i r'%“-

i PR

it 4 0 lame-servers #-18 R3] 3 2 chk R RhF i 0 @ 3] LAMER log #tdp
Ly % 0 security #2L ¥ &8 3 LT hk 0 B D] SEC log #rdp Tk 0 @
statistics #- DNS 75§ e prdp 4 > 3% 7| stat_log 74 Teifh % o

% 27 [ EREARA

option { version "how areyou ?';  };

% 2-7 % %>t options ek 7o @ F AR T 0 § AR EY KA BIND
B PERET 1) "howareyou? s e AFTF F A EEK @ * 2 N> F1L DNSHE
B % BLIN > L] ET3E BN TR KR T AR A B PLAER T A BT

TR T OE R BT ,«f:wéﬁ;fzﬁl.ﬁ o
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% 2-8 options EfFF P (Master)

key master-dave {

algorithm hmac-md5;

secret "ele9H+VIhBKCWf/C5NnGnhw==";
¥

server 210.71.14.95 {

transfer-format many-answers,

keys{ master-dave; };

1
options {
check-names master fail; /I default fail
directory "/etc/named”;
pid-file "/etc/named.pid”;
notify yes,
I/l fake-iquery yes; /I default warn
Il forwarders{ 210.71.4.60; };
Il host-statistics yes, Il default no

transfer-format many-answers;
alow-query {any; };
recursion no;
alow-update {none; };

allow-transfer { 210.71.14.0/24; };
};

% 2-9 options iEFF P (Slave)

key master-slave {

algorithm hmac-md5;

secret "eleéQH+VIhBKCWf/C5NNGhw=="; };
server 210.71.14.64 {

transfer-format many-answers,

keys{ master-dave; }; };

1 TSIG @es i
* T Master/Slave @R F [ i e o iR FIRE B E om0t 508
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wom TSIGHT 358 &R * % F &&BIND { ATPRATRA » &4 L
BIND 825 ¢ BIND 9.1.3 sk o it TSIG 4cf2 %45 » ¥ ig *
BIND #74% i-cfr dnskeygen 1 & 2 S %dg > T A2 2 4 B2 24p 7 TSIG
4ef2 %5 o Master/Slave IR B TSIGK T » 344 28 4 2:9-

forwarders{ 210.71.4.60; };

forwarders —EU;] TRAPIRE  FBLAAT AR ok AP S T
BRBFRG T AANLE TERTBEHE ok BRI AL P
BB AR TR PIRE S M ERET R PIREL o R TR H R
JRER > B R AN PIRELT iz b o

transfer-format many-answers,

BIND4 #MR®E# * oneanswer i ;% & DNSEFF® I 4 #:# § 05
ZBEE - ¥ FThe(RR) - % B * one-answer @i - = BIND 8 i
PRE A 42 - AT BE 450 fL 5 many-answers pt RN E B
>3 BE R E - DNSA LY > el i~ &84T E 5 i
S SR B S

allow-query {any; };

SUHIPRAEFEFIN 4 7 22 (7 A9 175 BIND 8 ik 8 5 any > 377}
A4 0 Master/Slave 2. B e % B0 Z i@ % pL g o

recursion no;

B B recursivequery # i 0 4 R FRAELEABF AL 0 R A
AT L 0 A F et EDNSL A E DI FRL -

allow-update { none; };

BIND 84w g2k /& » MBI & { 375 iy o Bp Z R @ % 1530 { 37 &
S + @
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¥ "4 RIS §5 ) > dlow-update E 446 i DNS 2 2 9 * 4] o

7. dlow-transfer { 210.71.14.0/24; };

dp TP P ST misstuedutw $FF TR AT ERT L
FERPIBEAERBEOE R LV Saved &R P

FIEw p mF‘ Lo 4] 210.71.14.0~255 it 4 i v FIEE #iE %ﬁu A
FEEE W N DT ARG

te & DNS & F i it # & ¥ » ¥ B fr/var/llog/messages 4 % L7 1og #_F 7 45 3%
ME NI o F DNSIRIFs FivpF > 7 & * ndookup~dig 1 B A% T8 F & #x o

Logit L Z&F X A5 A3 M > FREZMVEG log L 7 kL 7] &
~ kill -ILL named PID » # B~18 2 4 named.stats % ° £ F AP Bl pF R
gL g o M AR B dha A7 g2 28T

2.3~ Nessus & >#ipl2 B *

Nmap[14] £— £ % + ¢ portscan 1 & » # * TCP~UDP# ICMP = g7
A o B —'Fkl’?—fnjqr SE R E AR 0 T fEA B port LT A B AR B 0
PV Eaed T G NSk BE Rk IP mpa i % portscan Ei% b Ak
4 > Nmap B i@ # connect()d & #F Ry s F 11 5 & iy o

Nessus[15] ¥ - £ # &c 3 ~ 7% > &P gk > & * Nmap - port scan # & > #

B % S 0wt Ry o 1998 # £y B Renaud Deraison 3% 2t # & e Nessus #ic
WoAwFyrga g BRI HM A& ﬂmaﬁM<&§gﬁ’&%ﬁiﬁ

P APEFEX 2RE P INEFILORW IS 2T P2 ARTH D
Knowledge Base » 14 #% #3118 1§ R 33 BEPF 91 cnTE 2 o HeiRIEF 2 cniig 1 L 32 % fa e
(4o txt~ html ~ LaTex) » &3 -7 £ 82 3 T ik duE R % 50 -

]

Nessus & - % Bk "ﬁrl%(open Source)myb 1B R B 27 WEEP

Nessus #7#% ik R 7% 0 A = @ pRxE (Server) & + = =5 (Client) = f& > @ PR#E % % Bt
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Unix like éh s 3™ » @ % 2R - BiTE kienk e 2 Lo B2 272
#2r Unix like £ #icdic AR & (Microsoft Windows) 4 st o Nessus s34 1% # B IR £ i& R
EI I SE o R LT AT I B B P (A e R O S s i
5] > Nessus i@ * [g]A; ¢ * Jﬁ /i & (Graphics User Interface,GUI) » 2 i * ﬁ £ R
wALPF L 5 i1 -

Nessus # * Plug-in 2 # > # § #£ % 1 - B 77 Nessus Attack Scripting
Language(NASL)# 1% 42.5% » © 7 & iz & Plug-in 0 i & > % 4e » Nessus %
Bt oA 7 & L A7 Nessus & suenfz st e NASL £ Nessus i 5 215 ool ezt 0 A
NASL # ¢ % CF7 &% » &7+ 5 &+ 7 2 &ED Nessus
Script o F B B ATfE AR 0§ & A BT 5 V8 NASL S5t s gt vh
L2% NASL £ 2 ¢3S irR ~ B - F FATOR/PBRNEALF > BR7T N
BAFETARFIF FREAAELIRL -

(]
e S

=
I I
D / e
- =1
 I—
B
oo
i

Bl 2-7 nessusd 8 B PR 4 5

%‘gd # 2-10 #. P NASL 5% > Z_ % % p|:& Berkeley Internet Name Domain
(BIND)s3 gk - @ & & NASL 2 p % ¢ ¢

FoaRs A BE ARRAESY CFRT AR FRRRENERY

\\\?{.r

BB L R T g e BT A S 2 BP0 % - F00> & description s pF A*

ik sP s 238 Nessus Script #rigplehp FEEZ o 5 - IR e R h

28



Pw i A o W I AL R BB E G A A R AR A o

# 2-10bind_iquery.nasl #4544 %

#

# This script was written by Renaud Deraison <derai son@cvs.nessus.org>

#

# See the Nessus Scripts License for details
#

#

#

# This script replaces bind_bof.nes

#

if (description)
{
script_id(10329);
script_version ("$Revision: 1.1 $");

name["english"] = "BIND iquery overflow";
script_name(english:name["english"]);

desc["english"] ="
The remote BIND server, according to its
version number, is vulnerable to an inverse
query overflow.

Solution : upgrade to bind 8.1.2 or 4.9.7
Risk factor : High";

script_description(english:desc["english"]);

summary["english"] = "Checks the remote BIND version”;
script_summary(english:summary[“english"]);
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script_category(ACT_GATHER_INFO);

script_copyright(english:"This script is Copyright (C) 2002 Renaud Deraison”,
francais." Ce script est Copyright (C) 2002 Renaud Deraison™);

family["english"] = "Gain root remotely";

family["francais’] = "Passer root ?distance”;

script_family(english:family["english"], francais.family["francais']);

script_dependencie("bind_version.nadl");
script_require_keys("bind/version");
exit(0);

vers = get_kb_item("bind/version”);

if('vers)exit(0);

if(ereg(string:vers,
pattern:"8\.((0\.*)|(1\.[0-1])).*"))security _hole(53);

if(ereg(string:vers,
pattern:"4\.([0-8]|9\.[0-6]).*"))security_hole(53);
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¥ =% DNS% 22 ®3

Sod @BFRREY > REAPRERAPT LR WSS 0 R4 B
TR o i A Sonig ¢ A2 {3738 5 o BIND (g ik & ¢ §_BIND 9.2.1 >
i B 2000 £ 5 0 R R 2B ATE Ao A dp 1[8] B < Beha ey
L BIND 8.2.2p5 & £ ek h » 7 it &5 BIEME® &5 * B ATR A FPRGE o
B 3-1 # BIND & ~ &~ = BIND 8.2.2 p5 z_ w &7%%  ~ BIND 8.2.2 p5 ~ Windows
¥osMac g #w iR T fE4F > ¥ 2 4 = Vulnerable DoS ~ Vulnerable Root
Compromise ¥ Currently Secured Servers & = & 1 jp|#g 3] 3 4v 12 53t o JE B ¢ 7 —g
i ERIRIE PR AT S o F]pl ot M DNS PR BE 281 17> ThgF 2
FEREE o
Be SRR P R 2 £ DNSE > R 0 TR RSk L

PR B EF IR EATAB i E A
CEEE - B RERRE G A i 0 R4y JLDNSPJ’isz»_%;E
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Ox77,0x77, OX77 (www)
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s 1. + f"options'k @_® > 4v + dlow-transfer { none; }; % zone %
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i BEHE

SIG
Reason AXFR NXT NXT so_linger fdmax | maxdname
sigrecord

CVE-1999-ICVE-1999-|ICVE-1999-|ICVE-1999-| CVE-1999- |CVE-1999-|CVE-1999- CVE-1999- |CVE-1999-CVE-1999-

Version
0009 0010 0011 0024 0184 0833 0835 0837 0848 0849

4.8

48.1

482.1

4.8.3

4.9.3 + +

4.9.4 + +

494
pl

4.9.5 + + + + +

495
pl

4.9.6 + + + - + +
497 + +

498
8.1 + + + + +

+

8.1.1 + + + -
8.1.2
8.2 + +
8.2 pl + +

+ |+ |+ |+ |+

+ 4+ |+ + |+ ]+
+ 4+ |+ |+ |+ ]+

8.2.1 + +

8.2.2 -

8.2.2
pl

8.2.2
p2

+ 4+ |+ [+ |+ ]|+ ]|+

8.2.2 +
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p3

8.2.2
p4

822
019)

8.2.2
p6

8.2.2
p7

8.2.3

8.24

8.25

9.0.0

9.10

911

912

9.13

9.20

Vulnerable: '+', Not Vulnerable: '-', Featuredoesnot exist: ' '
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naptr

resolver

Srv

TSIG

Bind 4

Buffer

Infoleak

Bind 4

format

TSIG

HMAC-MD5

version

CVE-1999-

CAN-1999-

CVE-2000-

CVE-2000-

CVE-2000-

CVE-2001-

CVE-2001-

CVE-2001-

CVE-2001-

CAN-2001-

0851

1499

0335

0887

0888

0010

0011

0012

0013

0497

4.8

48.1

482.1

4.8.3

4.9.3

494

494
pl

495

495
pl

+

4.9.6

4.9.7

+

4.9.8

8.1

811

8.1.2

+ |+ |+ |+ |+ |+

8.2

8.2 pl

821

8.2.2

+l 4+ + [+ |+ |+ | +|+|+|+

++ |+ |+

+ 4+ |+ |+

+ |+ |+ |+

+l 4+ + |+ ]|+ ]|+ ]|+

+ |+ |+ |+

8.2.2
pl

+

822
p2

8.2.2
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p3

8.2.2
p4

822
019)

8.2.2
p6

8.2.2
p7

8.2.3

8.24

+

8.25

9.0.0

9.10

911

912

+ |+ |+ |+

9.13

9.20

Vulnerable: '+', Not Vulnerable: '-', Feature does not exist: '
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4= DNSHR R4 ¢ 25

_____________________ +
Header |
_____________________ +
Question | the question for the name server
_____________________ +
Answer | RRs answering the question
_____________________ +
Authority | RRs pointing toward an authority
_____________________ +
Additional | RRs holding additional information
_____________________ +
Bl - :DNSite 54

111111

012 3 456 7890123475
S S S e S
I ID I
S S S e S
|QR] Opcode |JAA|TC|RDJRA] Z | RCODE |
S S S e S
| QDCOUNT |
S S S e S
| ANCOUNT |
S S S e S
| NSCOUNT |
S S S e S
| ARCOUNT |
S S S e S

Bl= : DNSheader f 3t
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+
I
/
/
+
I
+
I
+

1 11111
01 23 4546 7890123475
S PR S S SR R SR S U S S

I
QNAME /
/

S PR S S SR R SR S U S S

QTYPE |
SN P SR P S S S S I S SR S S

QCLASS |

S S S S S S S S S

S

= ~Query p %
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