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scanner

1. nmap — The Network Mapper
namp unix port scanner nmap

Nmap

e VanillaTCP connect() scanning

e TCPSYN (half open) scanning

e TCPFIN Xmas or NULL (stealth) scanning
e TCPftp proxy (bounce attack) scanning

e SYN/FIN scanning using | P fragments (bypasses some packet filters)
e TCPACK and Window scanning

e UDPraw ICMP port unreachable scanning

e |CMP scanning (ping-sweep)

e TCPPing scanning

« Direct (non portmapper) RPC scanning

o Remote OS Identification by TCP/IP Fingerprinting
e Reverse-ident scanning

Nmap ping
up or down nmap IP  scan
TCP Sequence

http://www.insecure.org/nmap




unix nmap -0

nmap -0 192.168.0.5

Starting nmap V. 2.53 by fyodor@insecure.org ( www.insecure.org/nmap/ )
Interesting ports on test.tw (192.168.0.5):

(The 1502 ports scanned but not shown below arein state: closed)

Port State Service
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
80/tcp open http
110/tcp open pop-3
111/tep open sunrpc
113/tcp open auth
143/tcp open imap2
443/tcp open https
465/tcp open smtps
970/tcp open unknown
971/tcp open unknown
972/tcp open unknown
976/tcp open unknown
977/tcp open unknown
993/tcp open imaps
995/tcp open pop3s
1022/tcp  open unknown
1023/tcp  open unknown
2049/tcp  open nfs

TCP Sequence Prediction: Class=random positive increments

Difficulty=11445 (Worthy challenge)

Remote operating system guess: FreeBSD 2.2.1 - 3.2

Nmap run completed -- 1 | P address (1 host up) scanned in 2 seconds

number

port



TCP

nmap

nmap
2. Nessus — Security Scanner
Nessus
nmap
nessus nessus plugin
1. plug-in plug-in
nessus
plugin
e Backdoors
o CGI abuses Cal
e Denial of Service
e Finger abuses finger
e Firewalls
e FTP ftp server
e Gainashell remotely shell
e Gain root remotely root
o Genera plugin
e Misc plugin
« NIS NIS
e Port scanners nmap ping tcp connect scan FTP
bouncescan TCP SYN scan
e Remotefile access
e RPC plugin
e SMTP problems mail server sendmail
shell mail relay

e Usalessservices
telnt rlogin rsh
e Windows windows



2. NASL NASL (Nessus Attack

Scripting Language) nessus
3. nessus
4. Client-server nessus nessus server  nessus client

nessus server client

server  client PC
server

POSIX (Solaris FreeBSD GNU/Linux and others) client  X11

JAVA  Win32
5. Nessus server
6. nessus IANA

FTP server 31337 Web server 8080
nessus
7. nessus service
Version x.y.z
95% overflow buffers
mail server  relay
8. nessus
0. ASCII text LaTeX HTML "spiffy" HTML
10. nessus
nessus
1. port nessus port scan nmap
2. port
3.
4,
5.
nessus mirror  http://www.tw.nessus.org

http  //www.nessus.org




nmap

nmap Nessus

nessus plugin
nessus

nessus

TW-CERT

nessus

nessus NASL
plugin
nmap
plugin
nessus

http://www.cert.org.tw

Nessus
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