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1 Internet Web (1995-2000)
NetCraft (http://www.netcraft.com)



Server June 1999 Percent July 2000 Percent Change
Apache 3471051 56.19 11412233 6281 6. 6 2
Microsoft-11S 1379370 22.33 3608415 1986 - 2. 47
Netscape-Enterprise 349067  5.65 1255085 691 1. 26

Rapidsite 107930  1.75 293957 162 - 0. 13

WebLogic 89591  1.45 291067 160 0. 15

WebSitePro 84173  1.36 101174 056 - 0. 80

Stronghold 7779  1.26 91556 050 - 0. 76
Zeus 72061  1.17 227043 125 0. 08
thttpd 69723  1.13 220037 122 0. 009

WebSTAR 55962 091 88653 049 - 0. 42

1 Internet Web (1999/6~2000/7)

NetCraft (http://www.netcraft.com)

NetCraft Internet Web Apache
Web 62.81% Microsoft 11S
2000 19.86% Apache Web
Unix IS Windows NT Windows 2000
Internet Web Server Unix-based
Netscape Web

Internet Web Apache Web Microsoft [1S
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2 Web (1999/6)

m0.13%
CERN

10.89%

m0.19%
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@ 0.62%

WebSite
0.89%

Microsoft

NDAvanna I\AAK

4.26%
Netscsap

54.88%
Microsoft

027.12%
Apach

Web




3 Web (2000/12)
Server |June1999| Percent | Dec 2000 | Percent | Change
Microsoft —
1S 16334 42.71% 38409 54.88% 12.17%
Apache 16199 42.52% 18981 27.12% -15.40%
Netscape 2159 5.67% 2978 4.26% -1.41%
Microsoft
Personal
Web Server 592 1.55% 622 0.89% -0.66%
Lotus
Domino 460 1.21% 709 1.01% -0.20%
WebSite 424 1.11% 436 0.62% -0.49%
NCSA 337 0.88% 135 0.19% -0.69%
CERN 297 0.78% 94 0.13% -0.65%
1356 3.56% 7621 10.89% 7.33%
38158 100% 69985 100% 0.00%
2 Web (2000/12)
Web NetCraft
Web NetCraft
Internet Web Web
Internet Apache Web
Microsoft 1S 11 1 2 NetCraft
PC
Microsoft Windows NT Microsoft Windows 2000
web server
Microsoft IS~ Apache Web
Apache Web

Microsoft 11S

Microsoft I1S

Microsoft 11S

Microsoft IS~ Apache Web

Netscape

Apache Web



Netscape Web

Microsoft I1S

11S-1.0 1S-2.0

51%

[1S-5.0
0%

4 Microsoft [1SWeb (1999)




[IS-5.0
32.26%

I1S-1.0

I1S-2.0

9.43%

IS-4.0
57.20%
Microsoft IS Web
5 Microsoft [1SWeb (2000/2)
Server |June 1999| Percent | Dec 2000 | Percent Change
1 S- 6 2 0. 38 2 0.01 -0.37%
1 S- 790 4. 84 427 1.11 -3.73%
I 1 S- 6179 37. 83 3622 9. 43 -28. 5%
I'1 S- 4 9293 56.89 2196 57.2( 0.34%
1 S-! 10 0.06 1238 32.2¢ 32.2M%
1633 100 3840 100% 0. 00N
3 IS

Microsoft 11S Web




s

Double byte code page( )
Double
11S3.0/ URL
1999/6/23| Byte Code
11S4.0
Page
Microsoft 11S 4.0 buffer overflow
HTR, .STM, .IDC
IS Buffer .
[1S4.0 |1999/6/16 (library)
Overflow
DoS ,
server
Malformed Server DoS
[1S4.0 |1999/6/15 HTR server
Request
IISFile |lIS Site Server
[1S4.0 | 1999/5/7 )
Viewers
IS 4.0 ASP
1S showcode.asp ASP
11S4.0 | 1999/5/7 | Showcode
ASP ASP Www volume
Using FSO ASP ‘I
11S3.0/ and ASPto
1999/4/11 . .
11S4.0 Read Server |http://www.server.foo/showfile.asp?file=../../global.a
Files sa
15107 1S Multiple
11S2.0/ P'® Microsoft NT Multiple data stream
1998/7/8 Data
11S3.0/ NTFS
Streams
11S4.0
11S3.0/ [IS $DATA
1998/7/1 http://xyz/myasp.asp::$DATA
1154.0 Error
ASP
Back Door Windows DOS
11S4.0 | 1998/1/8 Accessto |8+3
' Protected |DOS 8+3
Files
Denial of URL
1S 3.0 |1997/6/25 .
Service (|request s




Attack

11S3.0

1996/3/5

.BAT CGI
Script Hole

Cal

1S Web Server NT DOS

1999/0
9/25

CVE-1999-
0191

1S newdsn.exe CGI script

2000/0
1/18

CVE-1999-
0233

1S .bat .cmd

11S 4.0

1999/0
9/11

CVE-1999-
0278

ASP
" :$DATA"

1999/0
9/29

CVE-1999-
0281

URL 1S

1999/0
9/29

CVE-1999-
0348

ASP

11S 3.0

11S 4.0

1999/0
9/25

CVE-1999-
0349

1S FTP buffer

overflow,

11S 4.0

2000/0
6/02

CVE-1999-
0407

1S 4.0
/IISADMPWD

1999/0
9/29

CVE-1999-
0412

ISAPI,
1S

11S 4.0

1999/0
9/29

CVE-1999-
0448

11S 4.0 Apache HTTP ,

URL.

1999/0
9/29

CVE-1999-
0449

EXAIr scripts 1S 4

11S 3.0

11S 4.0

2000/0
1/04

CVE-1999-
0725

"Double Byte Code Page" ,
1S , )

11S 4.0

2000/0
1/04

CVE-1999-
orrr

IS FTP

11S 4.0

2000/0
1/04

CVE-1999-
0861

1S SSL ISAPI

11S 4.0

2000/0

CVE-1999-

11S4.0 HTTP




1/04 0867
2000/0 1S 4.0 .HTR, .IDC,
11S 4.0 6/02 CVE-1999- | .STM , ,
0874 .
1S 3.x 4.x The Remote Data
2000/0 Service (RDS) DataFactory component of
11S 4.0 6/02 Microsoft Data Access Components
CVE-1999- ((MDAC) ,
1011
2000/0 | S°2P®
11S 4.0 Character 1S URLs,
4/25 .
Parsing .
Virtual 11S 4.0 Site Server 3.0
2000/0 | .
11S 4.0 Directory ASP ,
3/22 . .
Naming .com, .exe, .sh, .cqgi, or .dll.
Malforme
2000/0 d
3/22 Hit-Highli "Malformed Hit-Highlighting
ghting Argument” ,
Argument Inde ISAPI.
Chunked
Transfer
Encodin
2000/0 d
11S 4.0 Buffer
6/02
Overflow
Vulnerabil|ll1S 4.0 POST PUT
ity .
11S 4.0 5.0 UNC
11S 4.0 . .
2000/0 |Virtualize |share, 1S ISAPI
6/02 |d UNC ASP
11S 5.0
Share
Myriad
11S 4.0
2000/0 |[Escaped
6/02 |Character 11S 4.0 5.0 escaped
11S 5.0
S .
11S 4.0 Undelimit 11S 4.0 5.0 ISSADMPWD
2000/0 .
ed .HTR inetinfo.exe ,
7/12
11S 5.0 Request




11S 4.0

11S 5.0

2000/0
7/12

Malforme
d
Extension
Data in
URL

11S 4.05 5.0

URL

11S 4.0

11S 5.0

2000/1
0/13

File
Fragment
Reading
via .HTR

11S4.0
.htr

5.0 URL

11S 4.0

11S 5.0

2000/1
0/13

Absent
Directory
Browser
Argument

"Absent Directory Browser Argument"
, 11S 3.0 script,
11S4.0 11S5.0 ,

11S 4.0

11S 5.0

2000/1
0/13

File
Permissio
n
Canonical
ization

"File Permission Canonicalization"
, 11S4.0 11S5.0

11S 5.0

2000/1
0/13

Specialize
d Header

"Specialized Header" ,
11S5.0 "Translate: "
GET .ASP

HTTP

4 Microsoft 11S




Apache Web

Apache 1.0.X

201 Apache 1.1.X
0

4%

Apache 1.2.X
30%

Apache 1.3.X
64%

6 Apache Web (1999/6)




Apachel.0 Apachel.l
Apache 0.X 0.50% 1.23%
0.08%
Apachel.2
9.82%
Apachel.3
89% Apache Web
7 Apache Web (2000/2)
June Dec
Server Percent Percent | Change
1999 2000
Apach
pache 9 0.05 16 | 0.08 0.03%
0.X
Apache | s a6l 2 06 94 0.59 -1.46
1.0.X
Apache | o ool 5 34 233] 1.23 -4.11
1.1.X
Apach
pache 506( 36.8 1867 9.82 -26./98
1.2.X
Apache 1270 55.7 1677 89%| 33. 325
1.3.X




16199 100 1898 1009 0. 00[%
5 Apache web server
Apache Web
NTX Enhanced NTX extension
Apache 1.2.4 | 1999/4/26
Server root
cfg_getlin
Apache 1.2.5 ) 99 &0
1998/1/6 cfg_getling() |buffer overflow apache
Apache 125 mod_include()
ache 1.2. _
P 1998/1/6 | mod_include() apache child process|
URL request
Apache 1.2/ 1997/12/30| Apache DoS !
Apache 1.3 P CPU
DoS
buffer
Apache 1.1.3 | 1997/1/13 | mod_coockie |overflow
URL
Apache 1.1.3 | 1997/1/11 | Directory Index
Apache 1.0.3 1996/4/16 Escape Shell
Command WWWwW
xterm
Apache1.1.1 http- -c |[Apache httpd cookie
p 1997/9 p apache-c |Ap p
ookie
Apache httpd  ScriptAlias
1999/9/25
CaGl
Apache
web server | 1999/9/29 URL 7))
for Win32
Apache on Apache on Debian Linux
Debian 1999/4 |apache-debia ServerRoot to /usr/doc,
Linux n-usrdoc




Apache
1.3.x HTTP The Apache 1.3.x HTTP server
server for | 2000/10/13 for Windows platforms
Windows ibm-http-file-r ”/”  URL
platforms etrieve
Apache: :ASP apache-sourc | Apache ASP module
1.93 2000/8 |e-asp-file-writ [source.asp script

e

6 Apache




Netscape Web

Netscape
FastTrack 4.0 Netscape
Netscape 0% Communication
FastTrack 3.0 s1.X
204 éﬂ/%tscape
Commerce

1.1X
13%

Netscape
FastTrack 2

34%
Netscape-
Enterprise 2.X
13%
Netscape
Enterprise 4.1
0%
Netscape
Enterprise 3.6 Netscape-
4% Enterprise
3.0~3.5
29%

8. Netscape Web (1999/6)




Netscape Netscape Netscape
FastTrack 4.0~ Communications P
Commerce 1.12
0.03% 1.12 0.50% Netscape-
Netscape 1% E70 Enterprise 2.0
FastTrack 3.0 8.2204
6.92%
Netscape-
Enterprise 3.5
Netscape 14.73%
FastTrack 2.0
18.74%
Netscape
Enterprise 4.1
10.02%
Netscape
Enterprise 3.6
40.19%
Netscape Web
9. Netscape Web (2000/12)
Netscape Web —Netscape
Enterprise Netscape FastTrack Netscape Communications
Netscape Commerce
Server |June1999| Percent | Dec 2000 | Percent Change
Netscape
Communicati 106 4.68% 19 0.64%
ons1.X -4.04%
Netscape
Commerce 288 12.72% 15 0.50%
1.1X -12.22%
Netscape-Ent
. 294 12.98% 246 8.26%
erprise 2.X -4.72%
Netscape-Ent
. 663 29.27% 441 14.81%
erprise -14.46%




3.0~35
Netscape
: 101 4.46% 1203 40.40%
Enterprise 3.6 35.94%
Netscape
: 0 0.00% 300 10.07%
Enterprise 4.1 10.07%
Netscape
775 34.21% 561 18.84%
FastTrack 2.0 -15.37%
Netscape
38 1.68% 207 6.95%
FastTrack 3.0 5.27%
Netscape
0 0.00% 1 0.03%
FastTrack 4.0 0.03%
2965 100% 2978 100.00% 0.00%
7 netscape web server
Service-Side
C icati 1998/6/25 | Include So .
ommunications nclude Source Server-Side Include
Code
Jbat CGl
& <command>
ComMUNCAIONS 5061 | DOS bat files
11 ' “cgi-bin/test.bat& dir”
test.bat dir
Enterprise 3.51/ Net %20 cel
nterprise 3. scape
PriS 1999/5/19 | PO ooy cal
Enterprise 3.0 Filename
CGl
Windows|
Back Door DOS 8+3
Enterprise 3.0 | 1998/1/8 Access to DOS 8+3
Protected Files
ROOT telnet httpd
FastTrack 3.01 | 1999/6/7 directory “GET /"
Listing
FastTrack 3.01 | 1999/5/19 | Netscape %20 cal




Filename | %20’ Cal
CGl
Windows|
Back Door DOS 8+3
FastTrack 3.01 | 1998/1/8 Accessto DOS 8+3
Protected Files
Security Advisory
Netscape 2.X, in Netscape JavaScript
P 1007/7/15 | P
3.x and 4.x shipped with aka the Bell
HP-UX Labs vulnerability.
Unauthorized
Netscape directory lisings  |Netscape FastTrack Web server
FastTrack | 1998/7/16 | . P Ve
Web server with FastTrack get
© v3.01LNT "GET”
Netscape
Enterprise
Server and [1999/12/22 |\netscape-pa
FastTrask ssword-pref
Server erences URL request
Netscape
Enterprise Server
Netscape .
) web publishing tags
Enterprise 1999 i
netscape-ser| ?wp-ver-info
Server .
ver-directory| ?wp-cs-dump
-indexing
Netscape Web Publishing
Enterprise Netscape Enterprise Server
Server with netscape-we GET
Ver Wt 1 500013123 APe-w
Web bpublisher-i ( Java applet
Publishing nvalid-acces ) /publisher
enabled S
Netscape
Communicat SSL
or before
_ 2000/6/1 _
version 4.73 netscape-inv
and alid-ssl-sessi|aka the "Acros-Suencksen SSL"

Navigator

ons

vulnerability.




4.07

Netscape 4.73 and earlier does
not properly warn users about a
potentially invalid certificate if
the user has previously

Netscape -
473 and | 200003126 | ac.:cepted the ce.:rtlflcat.e for a
earlier Inconsistent different web site, which could
Warning allow remote attackers to spoof
Messages in a legitimate web site by
Netscape compromising that site's DNS
Navigator information.

8 Netscape Communications




Lotus Domino Web

Lotus-Domino
4.5
0.99%

Lotus Notes 4.5
3%

Lotus-Domino
4.6

Lotus-Domino- 4.51%

Release 4.6
19.61%

Lotus-Domino-

Release
16%
Lotus-Domino
5.0
59.24%
Lotus Domino Web
10 Lotus Domino Web (2000/2)
Lotus Domino 4.6 ACL designer ACL
1998/1/20
access
ACL parent
Lotus Domino 4.6 P ACL
1998/1/20 template
inheritance
serious
. Lotus Lotus Domino HTTP server
Lotus Domino . .
2000/3/22 |Domino does not properly disable
HTTP server .
HTTP denial |[anonymous access for the
of service cgi-bin directory.
Lotus Domino serious Lotus Domino HTTP
2000/3/22
HTTP server Lotus server




Domino
HTTP denial
of service

URL

Lotus Domino
Server 5.0.1

Lotus Domino
ESMTP buffer
overflow

2000/7/12

Lotus Domino Server 5.0.1

ESMTP

FROM

MAIL

9 Lotus Domino




Microsoft Personal Web

FrontPage
Microsoft Personal Personal Web
Web Server 3.0 Server
10% 32/3.0.2.926

) 0.48%
Microsoft Personal

Web Server 2.0
3%

Microsoft Personal
Web Server 95 2.0

87%
Microsoft Personal Web Server Web
11 Microsoft Personal Web Server (2000/2)
Window95|1999/3/26 FileA
| W 1le ACCess URL

Window98 Vulnerability in
Personal Web Server

10 Microsoft Personal Web




WebSite Web

WebSitePro
234
1.38%

WebSitePro 2.0
33.26%

WebSitePro 1.1

WebSitePro WebSitePro
2.3.7 2.5.8 WebSite 1.0
2.98% 0.69% 0%

WebSite 1.1
56.88%

4.59%
WebSite/WebSitePro Web
12 WebSte (2000/2)
WebSite Pro Service-Side Include
2.3 1998/6/25 Server-Side Include
Source Code
.bat
Cal
, & <command>
WebSite 1.1c ]
1996/3/5 DOS .bat files
“cgi-bin/test.bat& dir”
test.bat dir
, WebSite 1.1 uploader WebSite web server
WebSite 1.1 | 1999/9/25
alow remote attacker




programs

to upload and execute

WebSite web server
win-c-sample

WebSite 1.1 1997/1 . .
http-website-win
sample
Allmanage Allmanage Website
Website administration software
admllnlstrat 2000/7/12 . 2.6 allmanageup.pl
ion http-cgi-allmana CGl
software ge-account-acces
2.6 S

11 WebSte




NCSA Web

NCSA/SMI 1.0
12.59%
NCSA 1.2
0.74%
NCSA 1.3
NCSA 1.5 11.85%
45.93%
NCSA 1.4
28.89%
NCSA WebServer
13 NCSA (2000/12)
NCSA 1.5 Escape Shell WWW
1996/4/16
Command xterm
NCSA 1.4 Unknown URL request URL
overflow  |request WWW
NCSA 1.3 |1995/4/17 |Trick Executing
Shell Command WWW

NCsA seversOld |1999/9/11 |http-cgi-cam campas CGl NCSA
Common Gateway pas web servers




Interface (CGlI)
1999/9/25 hit _— NCSA and Apache httpd
p-scriptall ScriptAlias CGlI
as
NCSA 1999/7/
HTTP 20 Buffer NCSA HTTP daemon v1.3
daemon overflow
v1.3
12 NCSA
CERN Web
CERN/3.0A
20.21%

CERN/3.0prel
1.06%

CERN/3.0
78.72%

CERN WebServer

14 CERN (2000/12)



Domain .com .net .gov .edu .org
287111 764 744 3 HBHBD
81. 90% 2.17% 2/. 12 % | 100.80% G
13 (1999/12/01)
.com
51.00%
.net
12.78%
.gov
2.51%
.edu
19.81%
7.27%
.org idv
3.39% 3.25%
15 (2000/12)
Domain| .com net .gov .edu ddv .org
35689 | 8943 | 1756 | 13865 | 2272 | 2371 | 5089 | 69985

5 %

1449
4 .



51.00%

12.78%

2.51% | 19.81% | 3.25% | 3.39% | 7.27% [100.00%
14 (2000/12)
Domain Dec 1999 Percent Dec 2000 Percent Change
. com 28711 81.90% 35689 51. 00
.edu 3385 9.65% 13865 19.81% 1
. gov 744 2.12% 1756 2.51%
.net 764 2. 17% 8943 12. 78% 10
.org 1449 4. 13 % 2371 3.39% -0.
idv 0 % 2272 3.25% 3.25
0 0 % 5089 7.27% 7.27
TWNIC 2000 1 idv
2000 11 17
2000 1 1 2000 12 idv
2000 12 Domain Name
69985 COM 35689 51.00
30.9% (EDUV)
13865 19.81% NET 8943 12.78
2000 .net 764
8943 10.61%
.net
.edu 10.16%
Web
Web

(Unix root

NT



Administrator)

Web WWW
Information Leakage Ccal
Information Leakage Cal
Relay of Internet Attack
Web
(Information Leakage) (Denid of
Service) (Remote File Read) (Web
Administrator’s Shell)
6-25 Web
( Tot a+ NboastVsul ner abl e Host s
Information _ _ Remote File _
Denial of Service Web admin shell
Leakage READ
20878/38158 14514/38158 15853/38158 20710/38158
(54.71 %) (38.04 %) (41.55 %) (54.27 %)
15 Web
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