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3 Survivable Network Analysis Method [Ellison  1999]

3. Web
CaGl
Web Domain Name
Port 80 (http) Web
Web
Web Web
iy wWeb
Web
I
v i i CGl
: ; ; CGl
| v | ] |
i | CGl |




31

Web NetCraft 1995
5 NetCraft Web
Web
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5 Internet Web (1996-1999)
NetCraft (http://www.netcraft.com)
NetCraft Internet Web Apache
Web Microsoft 11S Apache Web
Unix 1S Windows NT
Internet Web Unix-based
CERN Web 1996 3.0
Netscape Web
Internet Web Apache Web
Microsoft I1S
Web
Microsoft — 1S 16334 42.71 %
Apache 16199 42.52 %
Netscape 2159 5.67 %
Microsoft Personal Web Server 592 1.55 %
L otus Domino 460 1.21 %
WebSite 424 1.11%




NCSA 337 0.88 %
CERN 297 0.78 %
Rapid Site 202 0.53%
1154 3.03%
38158 100 %
1 Web (1999/6)
Web NetCraft
Web 1
NetCraft Internet Web
Web I nternet Apache Web
Microsoft 11S 11
PC Microsoft Windows NT
Microsoft 11S Apache Web
2 3 Microsoft IS
4 5 Apache Web
Web
11S—1.0 62 0.38 %
11S-2.0 790 4.84 %
11S-3.0 6179 37.83 %
11S—-4.0 9293 56.89 %
11IS-5.0 10 0.06 %
16334 100 %
2 Microsoft 11SWeb (1999/6)
s
Double byte code page( )
Double
11S 3.0/ URL
11S4.0 1999/6/23 |Byte Code
Page
Microsoft 11S 4.0 buffer overflow
1540 |10006/16| > BUEr HTR, .STM, IDC
Overflow (library)




DoS ,
Malformed DoS
[1S4.0 |1999/6/15|HTR
Request
IS FilellS Site Server
[1S4.0 |1999/5/7 | .
Viewers
IS 4.0 ASP
S showcode.asp ASP
[1S4.0 |1999/5/7 |Showcode
ASP ASP WWW volume
Using FSO ASP ‘L
[1S3.0/ and ASP to
1999/4/11
[1S4.0 Read Server _ _
Files http://www.server.foo/showfile.asp?file=../../global .asa
15107 [1S Multipl
11S2.0/ u IIOeMicrosoft NT Multiple data stream
1998/7/8 |Data
[1S3.0/ NTFS
Streams
[1S4.0
[1S3.0/ [IS $DATA
1998/7/1 http://xyz/myasp.asp::$DATA
[1S4.0 Error
ASP
Back Door Windows DOS
[1S4.0 |1998/1/8 Access  10/8+3
' Protected |DOS 8+3
Files
" Denl'al of URL
[1S3.0 |1997/6/25 |Service request IS
Attack
IS 30 BAT CGlI CaGl
1996/3/5 | . 1S Web Server NT DOS
Script Hole
3 Microsoft 1S
Web
Apache 0.6.5 2 0.01 %
Apache 0.8.14 2 0.01 %




Apache 0.9 alpha 5 0.03 %
Apache 1.0.0 266 1.64 %
Apache 1.0.1 1 0.00 %
Apache 1.0.2 13 0.08 %
Apache 1.0.3 46 0.28 %
Apache 1.0.5 10 0.06 %
Apache 1.1 beta 12 0.07 %
Apache 1.1.0 18 0.11 %
Apache1.1.1 378 2.33%
Apache 1.1.3 458 2.83%
Apache 1.2 beta 687 4.24 %
Apache 1.2.0 453 2.80 %
Apache1.2.1 264 1.63 %
Apache 1.2.3 13 0.08 %
Apache 1.2.4 1556 9.61 %
Apache 1.2.5 1280 7.90 %
Apache 1.2.6 1705 10.53 %
Apache 1.2.7 2 0.01 %
Apache 1.3 alpha 24 0.15%
Apache 1.3 beta 305 1.88 %
Apache 1.3.0 672 4.15 %
Apache 1.3.1 1165 7.19%
Apache 1.3.2 856 5.28 %
Apache 1.3.3 3680 22.72%
Apache 1.3.4 1351 8.34 %
Apache 1.3.6 999 6.17 %

16199 100 %

4 Apache Web (1999/6)

NTX  Enhanced NTX extension
Apache 1.2.4 |1999/4/26

Server root
Apache 125 _ ctg_getline)

1998/1/6  |cfg_getling() buffer overflow apache

Apache 125 508116 |mod._ include() oache mOdE'hr;fLui?(;C%




URL request
Apache 1.2.x/ ‘I
1997/12/30 |Apache DoS
Apache 1.3 P CPU
DoS
buffer
Apache 1.1.3 |1997/1/13 |mod_coockie  |overflow
URL
Apache 1.1.3 [1997/1/11 |Directory Index
Apache 1.0.3 Escape Shell
1996/4/16
Command WWW
xterm
5 Apache
Web Web
(Unix root NT Administrator)
Web WWwWWwW
Information Leakage CGl
Information Leakage CGl
Relay of Internet Attack
Web
(Information Leakage) (Denia of
Service) (Remote File Read) (Web
Administrator’s Shell) 6

Web

Vulnerable Hosts ) / Total Hosts

(Total Hosts — Not

Information Remote File
Denial of Service Web admin shell
Leakage READ
20878/38158 14514/38158 15853/38158 20710/38158
(54.71 %) (38.04 %) (41.55 %) (54.27 %)




6 Web
3.2 CGl
Web Web
Web CaGl
1190 Web Web 1/30 7
8
COM EDU NET ORG GOV
1190 898 118 30 75 69
(75.46 %)  |(9.92 %) (2.52 %) (6.30 %) (5.80 %)
7 CaGl
COM EDU NET ORG GOV
(COM%) |(EDU%) |(NET%) |(ORG%) |(GOV%)
AT-admin.cgi |8 3(0.33%)  [2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
AnyForm2 7 2(0.22%)  [2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
CGlmail.exe |6 2(0.22%) 1(0.85%) 2(6.67%) 1(1.33%) 0(0.00%)
Count.cgi 358  [285(31.74%) |22(18.64%) |12(40.00%) |14(18.67%) |23(33.33%)
THC-backdOO0r |24 13(1.45%)  |5(4.24) 5(16.67%)  |1(1.33%) 0(0.00%)
UnlG-backdQOr |7 2(0.22%) 2(1.69%) 2(6.67%) 1(1.33%) 0(0.00%)
_vti_inf.html 278 [184(20.49%) |37(31.36%) |7(23.33%)  [29(38.67%) |21(30.43%)
administrators |9 3(0.33%) 1(0.85%)  |3(10.00%) |2(2.67%)  |0(0.00%)
aglimpse 7 2(0.22%)  |2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
anyboard.cgi |8 3(0.33%)  [2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
args.bat 8 2(0.22%)  |3(2.54%)  |2(6.67%) 1(1.33%)  |0(0.00%)
authors.pwd 9 3(0.33%) 1(0.85%)  |3(10.00%) |2(2.67%)  |0(0.00%)
bdir.samples |4 2(0.22%) 1(0.85%)  |0(0.00%) 1(1.33%)  |0(0.00%)
bnbform.cgi 1 6(0.67%)  [2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
campas 6 2(0.22%) 1(0.85%)  |2(6.67%) 1(1.33%)  |0(0.00%)
carbo.dll 4 2(0.22%) 1(0.85%)  |0(0.00%) 1(1.33%)  |0(0.00%)
cgiwrap 16 4(0.45%)  |8(6.78) 3(10.00%)  |1(1.33%)  |0(0.00%)
classifields.cgi |8 3(0.33%) 2(1.69%) 2(6.67%) 1(1.33%) 0(0.00%)
codebrws.asp |94 59(6.57%) |18(15.25%) |2(6.67%)  |5(6.67%) 10(14.49%)
codebrws.asp 2 (33 22(2.45%)  |6(5.08%) 1(3.33%) 1(1.33%) 3(4.35%)
counter.exe 20 15(1.67%)  |2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
dispopenedfile |26 18(2.00%)  |4(3.39%) 2(6.67%) 1(1.33%) 1(1.45%)
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edit.pl 25 13(1.45%)  |6(5.08%) 5(16.67%)  |1(1.33%) 0(0.00%)
environ.cgi 16 6(0.67%)  |4(3.39%)  |4(13.33%) |2(2.67%)  |0(0.00%)
exprcalc.cfm |26 18(2.00%)  |4(3.39%)  |2(6.67%) 1(1.33%) 1(1.45%)
faxsurvey 93 88(9.80%) |1(0.85%)  |3(10.00%) |1(1.33%)  |0(0.00%)
filemail.pl 24 13(1.45%)  |5(4.24%)  |5(16.67%) [1(1.33%)  |0(0.00%)
files.pl 25 13(1.45%) |6(5.08%)  |5(16.67%) [1(1.33%)  |0(0.00%)
finger 54 31(3.45%)  |13(11.02%) |3(10.00%)  |3(4.00%)  |4(5.80%)
fpcount.exe 6 2(0.22%) 1(0.85%)  |2(6.67%) 1(1.33%)  |0(0.00%)
glimpse 7 2(0.22%) 2(1.69%) 2(6.67%) 1(1.33%) 0(0.00%)
guestbook.cgi |18 10(1.11%)  [3(2.54%) 2(6.67%) 3(4.00%) 0(0.00%)
handler 1 5(0.56%)  |3(2.54%)  |2(6.67%) 1(1.33%)  |0(0.00%)
html script 6 2(0.22%) 1(0.85%)  |2(6.67%) 1(1.33%)  |0(0.00%)
info2www 8 3(0.33%)  [2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
] 30 14(1.56%) |10(8.47%) |3(10.00%) |2(2.67%) 1(1.45%)
maillist.pl 24 13(1.45%)  |5(4.24%)  |5(16.67%) [1(1.33%)  |0(0.00%)
man.sh 8 3(0.33%) 1(0.85%)  |3(10.00%)  |1(1.33%)  |0(0.00%)
newdsn.exe 234 |158(17.59%) [36(30.51%) |4(13.33%) |17(22.67%) |19(27.54%)
nph-publish 6 2(0.22%) 1(0.85%)  |2(6.67%) 1(1.33%)  |0(0.00%)
nph-test-cgi 39 23(2.56%) |9(7.63%)  |2(6.67%)  |3(4.00%)  |2(2.90%)
openfile.cfm |26 18(2.00%)  |4(3.39%)  |2(6.67%) 1(1.33%) 1(1.45%)
perl.exe 8 3(0.33%)  [2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
perlshop.cgi 8 3(0.33%)  [2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
pfdisplay 8 3(0.33%)  [2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
phf..classic 22 10 6(5.08%)  [3(10.00%) |1(1.33%)  |2(2.90%)
php.cgi 9 3(0.33%)  [3(2.54%)  |2(6.67%) 1(1.33%)  |0(0.00%)
rguest.exe 6 2(0.22%) 1(0.85%)  |2(6.67%) 1(1.33%)  |0(0.00%)
search97.vts |6 2(0.22%) 1(0.85%)  |2(6.67%) 1(1.33%)  |0(0.00%)
sendmail.cfm |26 18(2.00%)  |4(3.39%)  |2(6.67%) 1(1.33%) 1(1.45%)
service.pwd 18 12(1.34%)  |2(1.69%)  |2(6.67%) 1(1.33%) 1(1.45%)
showcodeasp |4 2(0.22%) 1(0.85%)  |0(0.00%) 1(1.33%)  |0(0.00%)
shtml.dll 257  |166(18.49%) [39(33.05%) |5(16.67%) |31(41.33%) |16(23.19%)
shtml.exe 305  [198(22.05) |37(31.36%) |6(20.00%) |35(46.67%) |29(42.03%)
survey.cgi 8 3(0.33%)  [2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
test-cgi 69 38(4.23%  |19(16.10%) |4(13.33%)  |2(2.67%)  |6(0.00%)
textcounter.pl |24 13(1.45%)  |5(4.24%)  |5(16.67%) [1(1.33%)  |0(0.00%)
uploader.exe |18 5(0.56%)  |8(6.78) 3(10.00%) [|2(2.67%)  |0(0.00%)
users.pwd 9 3(0.33%) 1(0.85%)  |3(10.00%) |2(2.67%)  |0(0.00%)
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view-source |7 2(0.22%)  |2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
visadmin.exe |6 2(0.22%) 1(0.85%)  |2(6.67%) 1(1.33%)  |0(0.00%)
webbbs.cgi 8 3(0.33%) 2(1.69%) 2(6.67%) 1(1.33%) 0(0.00%)
webdist.cgi 10 4(045%)  |3(2.54%)  |2(6.67%) 1(1.33%)  |0(0.00%)
webgais 10 4(0.45%)  |2(1.69%)  |2(6.67%) 2(2.67%)  |0(0.00%)
websendmail |8 4(0.45%) 1(0.85%) 2(6.67%) 1(1.33%) 0(0.00%)
wguest.exe 6 2(0.22%) 1(0.85%)  |2(6.67%) 1(1.33%)  |0(0.00%)
whois raw.cgi |8 3(0.33%)  [2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
wrap 10 5(0.56%)  |2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
WwWw-sgl 8 3(0.33%)  [2(1.69%)  |2(6.67%) 1(1.33%)  |0(0.00%)
wwwhboard.pl  [173  |135(15.03%) |21(17.80%) |10(33.33%) |3(4.00%)  |4(5.80%)
8 Cal
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