(Active Scanning) ( Pa

Scanning) Web Server FTP
Mail Server DNS Server SSL
CVE(Common Vulnerabilities and Exposur
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Abstract

Internet services are becoming more popular and convenience as the information
technology and network applications advance daily in the last few years. To ensure the
quality and accessibility of Internet, the network security is an important concern. In
order to maintain the reliability, continuity and its quality of Internet services, domain
administrators must have access to the most updated information of every node within
the network domain, so that they can take any precautionary steps or provide immediate
solutions to decrease damages of network security incidents. The purpose of this thesis
is to establish a Large-scale network security scanning system, which assists domain
administrators in obtaining network nodes information efficiently, and analyzes the
scanning data automatically. The research evaluate the targeted network nodes by using
both Active Scanning and Passive Scanning methods;, and collecting version
information of Web Server, FTP Server, Mail Server, DNS Server, Operational System,
and SSL. Furthermore, store those networks nodes information into the database for
further analysis and comparison. Moreover, collecting the vulnerabilities of Internet
service by using Common Vulnerabilities and Exposures (CVE) Information database,
and then the vulnerabilities ratings of various Internet services can be obtained. The
network security scanning system can be used to scan the targeted network domain
periodically and consistently, and the scanning reports are available to domain
administrators in HTML format. This research used Taiwan network domain for
evaluation purpose, the study covers the most common used servers, obtained the
version information and overall vulnerabilities rating of various server in this domain.

At the same time, the recommendations for insuring network securities are provided.

Keywords: Internet, Network Security, Large-scale scanning, Network Services
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1.1

/ (CERT/CC)
(Vulnerabilities) 2000 1,090 2001 2,437

(Internet Worm)
CodeRed( ) 250,000
Nimda Windows Outlook
IS 100,000

1.2

Network Wizards 2002 1



WWW Server  1-3
(TWNIC) WWW Server

2002 2 54,952 2001

WWW Server

vaoolllh
cocoo_J J oo
Soocoo
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1-1
Network Wizards (http://www.find.org.tw/)
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1-2
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1-3 WWW Server
http://www.twnic.com.tw/

CERT(Computer Emergency Response Team)

DFN-CERT CERT-kr AUSCERT
TWCERT
CERT/CC 1995 2001
( 111 ) 2001 100,369
1-4
1-1 (Vulnerabilities Reported)

1995 1996 1997 1998 1999 2000 2001 | Total

171 345 311 262 417 1,090 | 2,437 | 5033

http://www.cert.org/
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2.2

WWW MAIL FTP DNS SSL

(

(Service Fingerprinting)

2-1



«— | ] e

2.3

Web Server FTP Searver Mail

Server SSL  DNS Server MySQL[1]



2-1~2-4

Host
ClassCIP IPAddress
Date
Service
2-1 HOST
IP VarChar 15 P IP
210.71.14.90
HostName VarChar 100
www.stu.edu.tw
Type Int(Unsigned) (
1 edu 5org
2 gov 6 mil
3 com 7idv
4 net 8 other
OS Version VarChar 100
Sun Solaris 2.3-2.8
Date ID Int(Unsigned) Service
1(90.01.01)
2(90.01.16)
2-2 Date
Date ID Int(Unsigned) P 1(90.01.01)
2(90.01.16)
Date Char 8 90.01.01




2-3 ClassCIP

IP VarChar 11 IP
210.71.14.90
2-4  Service
IP VarChar 15 IP
210.71.14.90
Stype Int(Unsigned) (
1 WWW 4 SSL
2FTP 5.DNS
3 MAIL
S version VarChar 150
Microsoft-115/5.0
Domain_ID Int(Unsigned) (
1 edu 5 org
2 gov 6 mil
3com 7idv
4 net 8 other
Date 1D Int(Unsigned) Service
1(90.01.01)
2(90.01.16)

CVE[2]




Buffer Overflow Design Error

[3][4]

2-5
2-5
DoS (Denial of Service)
DDoS(Distributed Denia of Service)
Gain Privilege
(root administrator
supervisor)
Info Leak
Miscellaneous
Virus Worm
2-6
2-6
ID Int(Unsigned)
Server VarChar 10
WWW FTP MAIL...
Vname VarChar 100
Sendmail mail.local
Vulnerabilities
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CVE Int(Unsigned) CVE
CVE-2000-0319
Description text
mail.local in Sendmail
8.10.x does not properly id...
Platform VarChar 100
Sendmail 8.10x
Impact text
Failure to Handle
Exceptional Conditions
DoS Char 1
Gain Privilege Char 1
Info Leak Char 1
Miscellaneous Char 1
1
2.
3.
(1). Web Server
(2). Mail Server
(3). FTP Server
(4). DNS Server
(5). SSL

(6).
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31

(Internet Assigned Numbers Authority,

[s]) [6] 31
Web Server Mail Server FTP Server DNS Server
SSL Web Server 80(HTTP) Mail
Server 25(SMTP) FTP Server 21(FTP) DNS Server
25(DOMAIN) SSL(HTTPS) 443
IP
3-1
C )
(Well Known Ports) 0-1023
(Registered Ports) 1024 — 49151
(Dynamic or Private Ports) 49152 - 65535

http://www.iana.org/

3.1.1 Web Server

(World Wide Web Consortium,[7])
Hypertext Transfer Protocol -- HTTP/1.1
( 3-2 ) 80 HEAD /HTTP/1.0

-13-



Web Server

32 HTTP11

Method Content

OPTIONS | The OPTIONS method represents a request for information about the
communication options available on the request/response chain identified
by the Request-URI.

GET The GET method means retrieve whatever information (in the form of an
entity) isidentified by the Request-URI.

HEAD The HEAD method isidentical to GET except that the server MUST NOT
return a message-body in the response.

POST The POST method is used to request that the origin server accept the
entity enclosed in the request as a new subordinate of the resource
identified by the Request-URI in the Request-Line.

PUT The PUT method requests that the enclosed entity be stored under the
supplied Request-URI.

DELETE | The DELETE method requests that the origin server delete the resource
identified by the Request-URI.

TRACE The TRACE method is used to invoke a remote, application-layer loop-
back of the request message.

CONNECT | Request aforwarded network connection to aremote server.

http://www.w3.org/

31 Web Server
Apache-AdvancedExtranetServer/1.3.23[ 8]
mod_sdl/2.8.7 OpenSSL/0.9.6c PHP/4.1.2

-14-




rying 210,71, 14.250...

omnected to ev.nig.gtu.edu.ty (210.71.14.250).
scape character iz A",

EAD / HTTP/1.0

TTP/1.1 401 Authorization Required

ate: Tue, 07 May 2002 16:18:43 GUT

erver: Apache-AdvancedExtranetServer/1.3.2% (Mandrake Linux/dndk) mod_ss1/2.8.7 OpenSSL/0.9.6c PHP/4.1.2
W -Authenticate: Basic realn="{EEEEHE"

omnection: cloze

ontent-Type: textfhinl: charset=izo-8859-1

_onnectign closed‘by fqreign host.

3-1 Web Server
3.1.2 Mail Server
Mail Server Unix-like
Mail Server
Mail Relay
Mail Server 25
3-2 Mail Server

ESMTP Postfix [9] (Postfix-20010228-pl08) (Mandrake Linux)[10]

[Tootley salamander # telnet 210.71.14.9 25

Trying 210.71,14.9. .,
Connected to yen-ndk.niz.stu.edn.tw (210.71.14.9).

FEacape character iz 'A]".
020 yen-ndk.stu.edo. ty ESMTP Postfix (Postfin-20010228-p108) (Mandrake Linux)

3-2 Mail Server

-15-



3.1.3 FTP(File Transfer Protocol) Server

FTP Server
FTP Server 21
FTP Server 3-3
FTP Server ProFTP 1.2.5rc1[11]

[root@ey =qlanander J# telnet 210.71.14.250 21
Trying 210.71.14.250...
Connected to ev.niz.estu.edo.tw (210.71.14.2507.

Ezcape character iz 'M]'.
220 ProFTPD 1.2.50rcl Server ready.

3-3 FTPServer

3.1.4 DNS (Domain Name Server)

Unix dig BIND DNS[12]
3-4 BIND 9.2.0

[rootBey zalamander & dig @210.71.14.99 vergion.bind chaoz txt

Dowens DiF 9.2.0 c<== @210,71.14.99 verzion.bind chaos txt

:: elobal optionz: printcmd

i: Got answer:

10 -=sHEADER<<- opcode: QUERY, statvz: NOERRCR, id: 29544

i: fTlags: qr aas rd; QUERY: 1, ANSWER: 1, AUTHORITY: 0O, ADDITIONAL: O

;3 QUESTION SECTION:

iverzion.bind. CH TET
;; ANSWER SECTICON:
veraion.bind. ] CH TET gL 2.0

i Onery time: & nzec

:: SERVER: 210.71.14 . 99#537210.71.14.997
;i WHEN: Wed May & 02:09:46 2002

i MEG SIZE reowd: 48

3-4 DNS

-16 -



3.1.5 SSL (Secure Sockets Layer)

SSL
SSL
Alexey Semenov tcpscan.c
(http://www.geocities.com/SiliconValley/Way/7914/)
3.1.6 (Operation System)
The Sys-Security Group[13] Xprobe[14]
ICMP Usage In Scanning Research project[15]
[16][17] [18][19][20][21][22]
3-3
3-3 Xprobe
Unix Like Base Linux FreeBSD[23] Solarig[24]...
Windows Base Windows 95 Windows98 Windows 2000[25]...
Cisco 105 26]...
3.2

(Class C)

-17 -



(D). ping

@ (b) (©)
ICMP ping
ClassC ping ClassC
ping
ping
ping
2).
Hold TimeOut
IP
(2). IP
IP
IP
().
(Policy)

-18 -



().

Microsoft Exchange SMTP Server v5.5

here

).

process

process

(4)

3.3

hold
3~5

Kerne

3)

-19-

ESMTP spoken
(parse)
(1)
2
process hold

process process

3

Kernel



34

1.
(2). Intranet IP IP
IP
).
3. (Default Setup)
RedHat[27] FreeBSD Sendmail[28]  Windows
2000 Server Microsoft ESMTP MAIL Service
2.
(2). CVE CVE ID
Securityfocus[29] /

).
[3]

-20-
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4.3

4.1

Pentium 4-1.5G PC

128MB

Mandrake Linux 8.1

MySQL 3.23.47

C Perl

(2002/04/10 ~ 2002/05/1)
[30] 28904 ClassC ping
397,580 IP IP
397,580

Web Server 51,315 Microsoft 1S (45.874%)
Apache (34.682%) Netscape (3.432%) (16.013%)
Mail Server 43,577 Sendmail (46.598%)

Microsoft ESMTP MAIL Server v5.0 (27.260%) Microsoft Exchange 5.5
(8.059%) (18.083%)

FTP Server 49,058 Microsoft FTP
(24.669%) Serv-U (14.876%) Wu-FTP (14.524%) (45.931%)

SSL 22,114 Web Server 43.094%

DNS Server BIND 11,053 8.2.3 (21.795%)

8.1.2 (16.602%) 8.2.2 (14.548%)

oS 317,113 Windows Base

-22-



(48.728%) Unix Base (23.110%) (28.161%)

4.3.1 Web Server

397,580 IP 51,315 Web Server Web
Server 1S Apache Netscape[ 31]
Apache/1.3
Microsoft-115/5.0 Microsoft-115/4.0
Web Server
16.01
NETSCAPE
3. 432 % Mi crosoft I 1S
45.874%
APACHE
34.682%
4-2 \Web Server
4-2 \Web Server
() (%)
Microsoft 11S 23,540 45.874%
Apache 17,797 34.682%
Netscape 1,761 3.432%
8,217 16.013%
51,315 100%

-23-




4-3 Microsoft I11S

EDU GOV COM NET ORG MIL IDV

6,490 234 1,401 | 1,595 113 0 4 13,703 | 23,540

27.57% | 0.99% | 5.95% | 6.78% | 0.48% 0% 0.02% | 58.21% | 100%

4-4 Apache
EDU GOV COM NET ORG MIL IDV
6,827 304 1,363 | 1,044 201 0 20 8,038 | 17,797

38.36% | 1.71% | 7.66% | 5.87/% | 1.13% 0% 0.11% | 45.16% | 100%

4-5 Netscape
EDU GOV COM NET ORG MIL IDV
106 32 92 75 8 0 0 1,448 | 1,761
6.02% | 1.82% | 5.22% | 4.26% | 0.45% 0% 0% 82.23% | 100%
4-6  Web Server
() (%)
Microsoft 11S 23,540 45.874%
Microsoft-11S5/5.1 705 1.374%
Microsoft-115/5.0 15,240 29.699%
Microsoft-115/4.0 6,773 13.199%
Microsoft-11S/3.0 822 1.602%
Apache 17,797 34.682%
Apache/1.3.x 15,794 30.779%
Apache/1.2.x 1,096 2.136%
Apache/1.1.x 907 1.768%
Netscape 1,761 3.432%
Netscape-Enterprise 1,201 2.340%
Netscape-FastTrack 547 1.066%
Netscape-Communications 9 0.018%
4 0.008%
8,217 16.013%
Lotus 555 1.082%

-24-




Website 203 0.396%
NCSA 93 0.181%
CERN 100 0.195%
7,266 14.160%
51,315 100%
4-7 Microsoft 11S
() (%)
Microsoft-11S/5.1 705 2.995%
Microsoft-11S/5.0 15,240 64.741%
Microsoft-115/4.0 6,773 28.772%
Microsoft-11S/3.0 822 3.492%
23,540 100%
4-8 Apache
() (%)
Apache/1.3.x 15,794 88.745%
Apache/1.2.x 1,096 6.158%
Apache/1.1.x 907 5.096%
17,797 100%
4-9 Netscape
() (%)
Netscape-Enterprise 1,201 68.200%
Netscape-FastTrack 547 31.062%
Netscape-Communications 9 0.511%
4 0.227%
1,761 100%

-25-




4-10 Web Server
() (%)
Lotus 555 6.754%
Website] 32] 203 2.470%
NCSA 93 1.132%
CERN 100 1.217%
7,266 88.426%
8,217 100%
IS
Web Server Apache netcraft[33]
Web Apache

4-3

4-3 Web Server
netcraft (http://www.netcraft.com/survey/)

- 26-



4.3.2 Mail Server

397,580
Mail Server

IP

Sendmail

43577  Mail Server

Microsoft ESMTP MAIL Service v5.0

Sendmail
8.9.x Sendmail 8.11.x
Mai | Server
Mi crosof t18ExOc
5.5 ] |
Sendmai
8. 059 %
’ " 46.598%
Mi crosoft E
MAI L Service
27.260%
4-4 Mail Server
4-11 Mail Server
() (%)
Sendmail 20,306 46.598%
Microsoft ESMTP MAIL Servicevs.0 11,879 27.260%
Microsoft Exchange v5.5 3,512 8.059%
7,880 18.083%
43,577 100%
4-12 Sendmail
EDU GOV COM NET ORG MIL IDV
6,056 115 1,881 988 151 0 22 11,093 | 20,306
29.824% | 0.566% | 9.263% | 4.866% | 0.744% | 0% | 0.108% | 54.629% | 100%

-27-




4-13 Microsoft ESMTP MAIL Servicevs.0

EDU GOV | COM NET ORG | MIL IDV
3,653 66 723 669 107 0 2 6,659 | 11,879
30.752% | 0.556% | 6.086% | 5.632% | 0.901% | 0% | 0.017% | 56.057% | 100%
4-14 Microsoft Exchange v5.5
EDU GOV COM NET ORG | MIL | IDV
553 18 113 143 19 0 0 2,666 3,512
15.746% | 0.513% | 3.218% | 4.072% | 0.541% | 0% 0% | 75.911% | 100%
4-15 Mail Server
() (%)
Sendmail 20,306 46.598%
Sendmail 8.12.x 459 1.053%
Sendmail 8.11.x 5,332 12.236%
Sendmail 8.10.x 860 1.974%
Sendmail 8.9.x 11,659 26.755%
Sendmail 8.8.x 1,312 3.011%
Sendmail 8.7.x 24 0.055%
660 1.515%
Microsoft ESMTP MAIL Service v5.0 11,879 27.26%
Microsoft Exchange v5.5 3,512 8.06%
7,880 18.08%
Postfix 808 1.854%
IMail 672 1.542%
MDaemon 376 0.863%
checkPoint Firewall SMTP server 320 0.734%
ArGosoft 233 0.535%
128 0.294%
WinRoute 30 0.069%
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5,313 12.192%
43,577 100%
4-16 Sendmail
() (%)
Sendmail 8.12.x 459 2.260%
Sendmail 8.11.x 5,332 26.258%
Sendmail 8.10.x 860 4.235%
Sendmail 8.9.x 11,659 57.417%
Sendmail 8.8.x 1,312 6.461%
Sendmail 8.7.x 24 0.118%
660 3.250%
20,306 100%
4-17 Mail Server
() (%)
Postfix 808 10.254%
IMail 672 8.528%
MDaemon 376 4.772%
checkPoint FireWall SMTP server 320 4.061%
ArGosoft 233 2.957%
128 1.624%
WinRoute 30 0.381%
5,313 67.424%
7,880 100%
Sendmail
Sendmail (RedHat FreeBSD
UNIX-like Sendmail )
Mail Server Postfix Mdaemon  Mail Server

-29-




4.3.3 FTP Server

397,580 IP 49,058 FTP Server FTP
Server 1) Serv-U[34] Wu-FTP[35]
Microsoft-FTP/5.0 Serv-U 2.x Wu-FTP 2.6
FTP Server
Mi crosoft I 1S
24. 669%
45.9
Serv-
14. 876%
Wu-FTP
14.524%
4-5 FTP Server
4-18 FTP Server
() (%)
Microsoft 11S 12,102 24.669%
Serv-U 7,298 14.876%
Wu-FTP 7,125 14.524%
22,533 45.931%
49,058 100%
4-19 Microsoft 1S
EDU GOV COM NET ORG MIL IDV
3,695 72 565 739 63 0 2 6,966 12,102
30.532% | 0.595% | 4.669% | 6.106% | 0.521% | 0% | 0.017% | 57.561% | 100%
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4-20 Serv-U

EDU GOV COM NET ORG | MIL IDV
3,703 25 125 239 12 0 1 3,193 7,298
50.740% | 0.343% | 1.713% | 3.275% | 0.164% | 0% | 0.014% | 43.752% | 100%
4-21 Wu-FTP
EDU GOV CcoM NET ORG | MIL IDV
2,383 33 792 427 44 0 8 3,438 7,125
33.446% | 0.463% | 11.116% | 5.993% | 0.618% | 0% | 0.112% | 48.253% | 100%
4-22 FTP Server

() (%)

Microsoft I1S 12,102 24.669%

Microsoft-FTP/5.1 1 0.002%

Microsoft-FTP/5.0 7,209 14.695%

Microsoft-FTP/4.0 3,179 6.480%

Microsoft-FTP/3.0 974 1.985%

Microsoft-FTP/2.0 176 0.359%

Microsoft-FTP/1.0 14 0.029%

549 1.119%

Serv-U 7,298 14.876%

Serv-U 3.x 671 1.368%

Serv-U 2.x 6,257 12.754%

370 0.754%

WuU-FTP 7,125 14.524%

wWu-FTP 2.6 5,407 11.022%

wu-FTP2.5 343 0.699%

wu-FTP2.4 1,373 2.799%

2 0.004%

22,533 45.931%

SunOS FTP Server 3,534 7.204%
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ProFTPD 2,106 4.293%
HP JetDirect FTP Service 1,269 2.587%
Check Point Firewall-1 Secure FTP 461 0.940%
server
OmniStack FTP server ready 466 0.950%
G6 FTP 177 0.361%
CesarFTP 106 0.216%
14,414 29.382%
49,058 100%
4-23 Microsoft 11S
() (%)
Microsoft-FTP/5.1 1 0.008%
Microsoft-FTP/5.0 7,209 59.569%
Microsoft-FTP/4.0 3,179 26.268%
Microsoft-FTP/3.0 974 8.048%
Microsoft-FTP/2.0 176 1.454%
Microsoft-FTP/1.0 14 0.116%
549 4.536%
12,102 100%
4-24  Serv-U
() (%)
Serv-U 3.x 671 9.194%
Serv-U 2.x 6,257 85.736%
370 5.070%
7,298 100%
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4-25 WU-FTP

() (%)
Wu-FTP 2.6 5,407 75.888%
wu-FTP2.5 343 4.814%
wu-FTP2.4 1,373 19.270%
2 0.028%
7,125 100%

4-26 FTP Server

() (%)
SunOS FTP Server 3,534 15.684%
ProFTPD 2,106 9.346%
HP JetDirect FTP Service 1,269 5.632%
Check Point FirewWall-1 Secure 461 2.046%
FTPserver

OmniStack FTP server ready 466 2.068%
G6 FTP 177 0.786%
CesarFTP 106 0.470%
14,414 63.968%

22,533 100%

FTP Server
Serv-U

Windows Third Party FTP
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4.3.4 SSL

Web Server 51,315 SSL 22,114
Web Server 43.095% 4-17

SSL

43.095%

56.

OWeb Ser velBWevd t&k rS\Sd.r

4-6 SSL
4-27 SSL
EDU GOV | COM NET ORG | MIL IDV
8,128 166 1,115 | 1,436 103 0 7 11,159 | 22,114

36.755% | 0.751% | 5.042% | 6.494% | 0.466% | 0% | 0.032% | 50.461% | 100%

Web Server 43.095% SSL




4.3.5 DNS

397,580 IP 11,053 DNS Server
DNS Server  BIND 8.2.3 BIND 8.1.2
DNS

3 0 0p0

2500 =

2 000 —

1500

1000

IE=T

0 =T | I PR N T A Y T
EC R I SO A R R a E g
4-7 DNS
4-28 DNS
BIND () (%)

49.3 32 0.290%
495 97 0.878%
49.6 120 1.086%
49.7 319 2.886%
49.8 286 2.588%
811 53 0.480%
8.1.2 1,835 16.602%
8.2 71 0.642%
821 73 0.660%
8.2.2 1,608 14.548%
8.23 2,409 21.795%
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8.24 1,116 10.097%
8.25 124 1.122%
9.10 629 5.691%
911 175 1.583%
912 56 0.507%
9.1.3 621 5.618%
9.2.0 752 6.804%
921 4 0.036%

673 6.089%

11,053 100%
BIND8.2.3

921

BIND8.2.3

-36-




4.3.6

397,580 IP 317,113 Windows
Base Unix Base Windows
98/98SE Windows 2000 SP1  SP2/Windows XP
28.16 Wi ndows Base
48.728%
uni x
23.110%
4-8
4-29
() (%)
Windows Base 154,524 48.728%
Unix Base 73,286 23.110%
89,303 28.161%
317,113 100%
4-30
() (%)
Windows Base 154,524 48.728%
Windows 98/98SE 80,052 25.244%
Windows 2000 SP1, SP2/Windows 58,096 18.320%
XP
Windows ME 5,995 1.890%
Windows NT SP4+ 4,855 1.531%
Windows 95 2,825 0.891%
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Windows NT SP3- 2,701 0.852%
Unix Base 73,286 23.110%
Ultrix 13,247 4.177%

HPUX 10.20
Linux 2.2.x/2.4.5+ kernel 10,797 3.405%
OpenBSD 2.4-2.5 10,104 3.186%

NetBSD 1.5,1.4.1,1.4
Sun Solaris 2.3-2.8 7,749 2.444%
Novell (FreeBSD 4.3-current) 7,484 2.360%
Unknown Unix (Accuracy dropped) 6,093 1.921%
NetBSD 4,760 1.501%
Linux 2.4.x kernel 3,262 1.029%
FreeBSD 2.2.x - 4.1 2,723 0.859%
HPUX 10.x 2,310 0.728%
AlX 1,238 0.390%
Linux kernel 2.0.x 920 0.290%
Little endian BSDI/NetBSD 765 0.241%
1.1.x-1.2.X
MacOS X 1.0-1.2
Linux kernel 2.2.x 2.4.x 651 0.205%
HP-UX 11.x 512 0.161%
MacOS 7.x-9.x
DGUX/Compaq Tru64 417 0.131%
ULTRIX 116 0.037%
SunOA4.x 69 0.022%
OpenBSD 2.1-2.3 50 0.016%
OpenBSD 2.6-2.9 19 0.006%
89,303 28.161%
NFR IDS Appliance 37,119 11.705%
Windows Based. 25,862 8.155%
Open/Net/FreeBSD/DG-UX/HP-UX
10.x etc

Cisco I0S 11.x-12.x 18,811 5.932%
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IBM OS/390 3,144 0.991%
Router and Others 2,287 0.721%
Extreme Networks switch Network 986 0.311%
Systems Router NS6114 (NSC
6600 Series)
Extreme Network Switches. 734 0.231%
OpenVM S with Process Software 329 0.104%
TCPWare
OpenVM S with Digital TCP 21 0.007%
Services
Apollo Domain/OS SR 10.4 NFR 10 0.003%
IDS Appliance
317,113 100%
Unix Base

Unix Base
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Windows Base

ndows

Wi

10.

Base

Windows 98/ 98SE
Wi ndows 51.806%
SP2/ Win
37.597%
4-9 Windows Base
4-31 Windows Base
() (%)
Windows 98/98SE 80,052 51.806%
Windows 2000 SP1, 58,096 37.597%
SP2/Windows XP
16,376 10.598%
154,524 100%
4-32 Windows Base
() (%)
Windows 98/98SE 80,052 51.806%
Windows 2000 SP1, SP2/Windows XP 58,096 37.597%
16,376 10.598%
Windows ME 5,995 3.880%
Windows NT SP4+ 4,855 3.142%
Windows 95 2,825 1.828%
Windows NT SP3- 2,701 1.748%
154,524 100%




UNIX Base

Uni x Base
BSD
34.304%
Al X
1.689%
HPUX .
3.15 %%) n Li nux
10. 668% 21.327%
4-10 UNIX Base
4-33 UNIX Base
() (%)
BSD 25,140 34.304%
Linux 15,630 21.327%
Sun Solaris 7,818 10.668%
HPUX 10.x 2,310 3.152%
AlX 1,238 1.689%
21,150 28.860%
73,286 100%
4-34 UNIX Base
() (%)
BSD 25,140 34.304%
OpenBSD 2.4-2.5 10,104 13.787%
NetBSD 1.5,14.1,14
Novell (FreeBSD 4.3-current) 7,484 10.212%
NetBSD 4,760 6.495%
FreeBSD 2.2.x - 4.1 2,723 3.716%
OpenBSD 2.1-2.3 50 0.068%
OpenBSD 2.6-2.9 19 0.026%

-41 -




Linux 15,630 21.327%
Linux 2.2.x/2.4.5+ kernel 10,797 14.733%
Linux 2.4.x kernel 3,262 4.451%
Linux kernel 2.0.x 920 1.255%
Linux kernel 2.2.x 2.4.x 651 0.888%
Sun Solaris 7,818 10.668%
Sun Solaris 2.3-2.8 7,749 10.574%
SunO$S4.x 69 0.094%
HPUX 10.x 2,310 3.152%
AlX 1,238 1.689%
21,150 28.860%
Ultrix 13,247 18.076%
HPUX 10.20
Little endian BSDI/NetBSD 765 1.044%
1.1.x-1.2.x
MacOS X 1.0-1.2
HP-UX 11.x 512 0.699%
MacOS 7.x-9.x
DGUX/Compag Tru64 417 0.569%
ULTRIX 116 0.158%
73,286 100%
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Router andl®Swii4d%s
3.030%

2.378%
I DS Appliance
Cisco 60.542%
14.226%
4-11
4-35
() (%)
IDS Appliance 80,052 41.576%
Cisco 10S 11.x-12.x 18,811 21.064%
IBM OS/390 3,144 3.521%
Router and Switch 4,007 4.487%
26,212 29.352%
89,303 100%
4-36
(%)
IDS Appliance 80,052 41.576%
NFR IDS Appliance 37,119 41.565%
Apollo Domain/OS SR 10.4 NFR 10 0.011%
IDS Appliance
Cisco I0S 11.x-12.x 18,811 21.064%
IBM OS/390 3,144 3.521%
Router and Switch 4,007 4.487%
Router and Others 2,287 2.561%




Extreme Networks switch Network 986 1.104%
Systems Router NS6114 (NSC 6600
Series)
Extreme Network Switches. 734 0.822%
26,212 29.352%
Windows Based. 25,862 28.960%
Open/Net/FreeBSD/DG-UX/HP-UX
10.x etc
OpenVM S with Process Software 329 0.368%
TCPWare
OpenVM S with Digital TCP 21 0.024%
Services
89,303 100%
Windows Base UNIX Base
Windows 98/98SE
Windows 2000/XP UNIX Base Windows

UNIX Base
BSD

Windows 98/98SE



4.4

4.4.1 Web Server
4-37 Web Server
(A) (B) (A*B)
Microsoft I1S 23,540(53.440%) | 67(52.344%) 27.973%
Apache 17,797(40.403%) | 29(22.656%) 9.154%
Netscape 1,761(3.998%) 15(11.719%) 0.468%
Lotus Domino 555(1.260%) 4(3.125%) 0.039%
Web Site/Pro 203(0.461%) 7(5.469%) 0.025%
NCSA 93(0.211%) 5(3.906%) 0.008%
CERN 100(0.227%) 1(0.781%) 0.002%
( ) 44,049 128 37.669%
1S 27.973% 28
S 37.669%
38
4-38 Microsoft I1IS
(A) (B) (A*B)
Microsoft-115/5.1 705(2 . 9P 5% 0(0%) 0%
Microsoft 11S/5.0 15,2406 4 . 7) 4 129629.851%) 19.326%
Microsoft 1S 4.0 6,773(2 8 . 7) 7|2 38(56.716%) 16.319%
Microsoft I1S 3.0 822(3 . 4P 2|% 9(13.433%) 0.469%
23,540 67 36.113%
Microsoft 115/5.0 19.326%
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11S/5.0

20%

20%

11S5/5.1 Microsoft
XP
4-39 Apache
(A) (B) (A*B)
Apache/1.3.x 15,794(88.745%) | 13(44.828%) 39.782%
Apache/1.2.x 1,096(6.158%) 2(6.897%) 0.425%
Apache/1.1.x 907(5.096) 14(48.276%) 2.460%
17,797 29 42.667%
Apache/1.3.x 39.782% Apache/1.3.x
Apache/1.3 Microsoft 11S5/5.0
( 4-40)
Apache/1.3.x Microsoft 11S/5.0
4-40 11S/5.0  Apache/1.3.x
(A) (B) (A*B)
Microsoft 11S/5.0 15,240(49.107%) 20(60.606%) 29.762%
Apache/1.3.x 15,794(50.893%) 13(39.394%) 20.049%
31,034 33
s
[36] CERT [37][39]

Nessus
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4.4.2 Mail Server

4-41 Mail Server

(A) (B) (A*B)
Sendmail 20,306(85.255%) | 26(70.270%) 59.909%
Microsoft Exchange SMTP 3,512(14.745%) | 11(29.730%) 4.384%
Server v5.5
( ) 23,818 37 55.423%
4-42  Sendmail
(A) (B) (A*B)
Sendmail 8.12.x 459(2.260%) 6(23.077%) 0.522%
Sendmail 8.11.x 5,332(26.258%) 0(0%) 0.000%
Sendmail 8.10.x 860(4.235%) 3(11.538%) 0.489%
Sendmail 8.9.x 11,659(57.417%) | 3(11.538%) 6.625%
Sendmail 8.8.x 1,312(6.461%) 7(26.923%) 1.740%
Sendmail 8.7.x 24(0.118%) 2(7.692%) 0.009%
660(3.250%) 5(19.231%) 0.625%
( ) 20,306 26 10.009%
Sendmail
Mail Relay

Sendmail
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4.4.3 FTP Server

4-43 FTP Server

(A) (B) (A*B)
Microsoft [1S 12,102(38.630%) 4(19.048%) 7.358%
Serv-U 7,298(23.295%) 6(28.571%) 6.656%
WuU-FTP 7,125(22.743%) 4(19.048%) 4.332%
SunOS FTP server 3,534(11.281%) 1(4.762%) 0.537%
JD FTPserver 1,269(4.051%) 6(28.571%) 1.157%
( ) 31,328 21 20.040%
Serv-U  JID FTP server
Microsoft 11S ~ Wu-FTP
4.4.4 DNS
4-44 DNS
(A) (B) (A*B)
BIND 9.x 2237(21.551%) 1(4.545%) 0.980%
BIND 8.x 7289(70.222%) 15(68.182%) 47.878%
BIND 4.x 854(8.227%) 6(27.273%) 2.244%
( ) 10380 22 51.10%
BIND 8.x 68.182%
(Denial of Service) (Spoofing) BIND
( 412 ) ISC
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4-12 BIND Bug
ISC (http://www.isc.org/products/BIND/bind-security.html)

4.4.5

4-45

(A) (B) (A*B)

Windows Base 154,524(67.830%) | 107(36.271%) 24.60282%

Windows 98/98SE | 80,052(35.140%) | 16(5.4237%) 1.9061%
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Windows 2000 SP1, | 58,096(25.502%) | 41(13.8983%) 3.5443%
SP2/Windows XP
Windows ME 5,995(2.632%) 12(4.0678%) 0.1078%
Windows NT SP4+ 4,855(2.131%) 9(3.0508%) 0.0658%
Windows 95 2,825(1.240%) 19(6.4407%) 0.0801%
Windows NT SP3- 2,701(1.186%) 10(3.3898%) 0.0403%
Unix Base 73,286(32.170%) | 188(63.729%) 20.50143%
Ultrix 13,247(5.8149%) 3(1.0169%) 0.05913%
HPUX 10.20
Linux 2.2.x/2.4.5+ 10,797(4.7395%) 4(1.3559%) 0.06426%
kernel
OpenBSD 2.4-2.5 10,104(4.4353%) 11(3.7288%) 0.16538%
NetBSD 1.5, 1.4.1,
14
Sun Solaris 2.3-2.8 7,749(3.4015%) 15(5.0847%) 0.17296%
Novell (FreeBSD 7,484(3.2852%) 3(1.0169%) 0.03341%
4.3-current)
Unknown Unix 6,093(2.6746%) 22(7.4576%) 0.19946%
(Accuracy dropped)
NetBSD 4,760(2.0895%) 20(6.7797%) 0.14166%
Linux 2.4.x kernel 3,262(1.4319%) 4(1.3559%) 0.01942%
FreeBSD 2.2x-4.1 | 2,723(1.1953%) 19(6.4407%) 0.07699%
HPUX 10.x 2,310(1.0140%) 21(7.1186%) 0.07218%
AlX 1,238(0.5434%) 24(8.1356%) 0.04421%
Linux kernel 2.0.x 920(0.4038%) 3(1.0169%) 0.00411%
Little endian 765(0.3358%)
BSDI/NetBSD
1.1.x-1.2.x
MacOS X 1.0-1.2
Linux kernel 2.2.x 651(0.2858%) 10(3.3898%) 0.00969%
2.4.X
HP-UX 11.x 512(0.2247%) 10(3.3898%) 0.00762%

MacOS 7.x-9.x

-B50-




DGUX/Compaq 417(0.1830%)
Truc4
ULTRIX 116(0.0509%) 4(1.3559%) 0.00069%
SunO4.x 69(0.0303%)
OpenBSD 2.1-2.3 50(0.0219%) 7(2.3729%) 0.00052%
OpenBSD 2.6-2.9 19(0.0083%) 8(2.7119%) 0.00023%
( ) 227,810 295 45.10425%

Unix Base Windows Base
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