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2001-06-10 Statistics of www Traffic

Source  Flows % KPackets % MBytes %

Dorm ==>
78785| 4.232% | 1211.053| 0.589% | 168.041 | 0.104%

NSY SU
10.1.4.147 722| 0.916% 83.303|6.879% | 7.202| 4.286%
10.1.8.35 8109(10.293%| 40.671|3.358% | 5.618| 3.344%
10.1.8.174 2| 0.003% 3.440|0.284% | 4.714| 2.805%
10.1.8.148 601| 0.763% 18.671| 1.542%  4.356 | 2.592%
10.1.82.114 765| 0.971% 28.982|2.393% | 3.221| 1.917%
10.1.7.66 819| 1.040% 10.206| 0.843% | 2.418| 1.439%
10.1.3.219 247 | 0.314% 3.674/0.303%| 1.975| 1.175%
10.1.11.157 59| 0.075% 23.712|1.958% | 1.959 1.166%
10.1.12.72 100| 0.127% 23.240(1.919% | 1.946 1.158%
10.1.5.72 418| 0.531% 19.693| 1.626% | 1.931| 1.149%

4, 2001/06/10 Statistics of www Traffic




2001-09-10 Statistics of www Traffic

Dorm ==>
NSY SU

1512195

59.971%

4836.612

0.992%

493.938

0.255%

10.1.10.121

904749

59.830%

2738.732

56.625%

243.144

49.226%

10.1.9.56

183510

12.135%

641.466

13.263%

55.712

11.279%

10.1.9.64

192345

12.720%

581.560

12.024%

51.249

10.376%

10.1.12.186

145398

9.615%

439.312

9.083%

38.929

7.881%

10.1.10.85

266

0.018%

21.632

0.447%

28.179

5.705%

10.1.15.5

335

0.022%

6.592

0.136%

6.641

1.345%

10.1.8.171

1864

0.123%

6.321

0.131%

4.719

0.955%

10.1.82.235

14455

0.956%

43.852

0.907%

3.835

0.776%

10.1.6.151

24

0.002%

3.112

0.064%

3.721

0.753%

10.1.81.8

224

0.015%

3.645

0.075%

3421

0.693%

Nimda
Packet
IP

5. 2001-09-10 Statistics of www Traffic

3.5 NimdaWorm

Byte

flow

DstPort = 80

25%
router

CodeRed 11

flow

Nimda
ClassA IP

thresho

1000

NetH ow

NetFow Router

CodeRed

Nimda

threshhold

50%

25%

Id
flow

Worm

ClassB IP
router flow
router

30000 flow



10.
11.

FTP

Ghost



[1] http://www.edu.tw:81/tanet/bulletin/boardl.html
http://groups.google.com/groups?hl=zh-TW & frame=right& th=d00a208f96d9bee
3& seekm=3hjBVd% 24AuU% 40bbs.ntit.edu.tw#s

[2] White Paper: NetFlow Services and Applications
http://www.cisco.com/war p/public/cc/pd/iosw/ioft/neflct/tech/napps wp.htm

[3] Cflowd
http://www.caida.or g/toolsymeasur ement/cflowd/

[4] CAIDA Worklad Characterization
http://www.caida.or g/analysis/wor kload/

[5] CodeRed
http://www.cert.or g/advisories/CA-2001-19.html
http://www.eeye.com/html/Resear ch/Advisories/AL 20010717.html

[6] NimdaWorm

http://www.cert.or g/advisories/CA-2001-26.html
http://securityresponse.symantec.com/avcenter /venc/data/w32.nimda.e@mm.htm
|

[7] Flow-tools
http://www.net.ohio-state.edu/softwar e/

[8] Network DoS/DDoS TANet 2000

http://www.ncku.edu.tw/TANET 2000/download/paper /A 3-2tanet! 06.doc




